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CVE CVE-2020-26299
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback
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Risk And Classification

Published 2021-02-10 18:15:00 UTC
Updated 2021-02-19 17:27:00 UTC
Description ftp-srv is an open-source FTP server designed to be simple yet configurable. In ftp-srv before version 4.4.0 there is a path-t
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Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition
Application Ftp-srv Project Ftp-srv All All All
Application Ftp-srv Project Ftp-srv All All All

Language
All

All

References

Reference Source
Symlink Resolution - Discussion #225 - autovance/ftp-srv - GitHub MISC
ftp-srv - npm MISC
fix(fs): check resolved path against root (#224) - autovance/ftp-srv@457b859 - GitHub MISC

fix(fs): check resolved path against root by matt-forster - Pull Request #224 - autovance/ftp-srv - GitHub ~ MISC

File System Bounds Escape - Advisory - autovance/ftp-srv - GitHub CONFIRM
Windows: User can escape from root directory - Issue #167 - autovance/ftp-srv - GitHub MISC
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

Link

github.com
WWWw.npmjs.com
github.com
github.com
github.com
github.com

Www.cve.org

nvd.nist.gov

Tag
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Ext
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982951 Nodejs (npm) Security Update for ftp-srv (GHSA-pmw4-jgxx-pcq9)
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