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Crash in USB HID protocol dissector and possibly other dissectors in Wireshark 3.4.0 and 3.2.0 to 3.2.8 allows denial of sel

| 1|

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Application
Application
Application

Application

Vendor Product Version Update Edition Language
Debian Debian Linux 9.0 All All All
Debian Debian Linux 9.0 All All All
Fedoraproject Fedora 32 All All All
Fedoraproject Fedora 33 All All All
Fedoraproject Fedora 32 All All All
Fedoraproject Fedora 33 All All All
Oracle Zfs Storage Appliance Kit 8.8 All All All
Wireshark Wireshark 3.4.0 All All All
Wireshark Wireshark 3.4.0 All All All
Wireshark Wireshark All All All All

References

Reference Source Link

[SECURITY] Fedora 33 Update: wireshark-3.4.2-1.fc33 - package-announce - Fedora Mailing-Lists FEDORA lists.fedorapr
Wireshark: Multiple vulnerabilities (GLSA 202101-12) — Gentoo security GENTOO  security.gent
[SECURITY] Fedora 33 Update: wireshark-3.4.2-1.fc33 - package-announce - Fedora Mailing-Lists lists.fedorapri
[SECURITY] Fedora 32 Update: wireshark-3.4.2-1.fc32 - package-announce - Fedora Mailing-Lists lists.fedorapr
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Wireshark - wnpa-sec-2020-17 - USB HID dissector crash MISC www.wiresha
[SECURITY] Fedora 32 Update: wireshark-3.4.2-1.fc32 - package-announce - Fedora Mailing-Lists FEDORA lists.fedorapr
Buildbot crash output: fuzz-2020-10-27-8166.pcap (#16958) - Issues - Wireshark Foundation / wireshark - GitLab  MISC gitlab.com
2020/CVE-2020-26421.json - master - GitLab.org / cves - GitLab CONFIRM qgitlab.com
[SECURITY] [DLA 2547-1] wireshark security update MLIST lists.debian.o
Oracle Critical Patch Update Advisory - April 2021 MISC www.oracle.c
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

178650 Debian Security Update for wireshark (DLA 2547-1)

501330 Alpine Linux Security Update for wireshark

501716 Alpine Linux Security Update for wireshark

750694 SUSE Enterprise Linux Security Update for wireshark (SUSE-SU-2021:2125-1)

750715 OpenSUSE Security Update for wireshark, libvirt, sbc, libgt5-gtmultimedia (openSUSE-SU-2021:0909-1)

750814 OpenSUSE Security Update for wireshark (openSUSE-SU-2021:2125-1)
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