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A CSRF issue was discovered in Intland codeBeamer ALM 10.x through 10.1.SP4. Requests sent to the server that trigger
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Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Intland Codebeamer 10.0.0 - All All
Intland Codebeamer 10.0.0 prerelease4 All All
Intland Codebeamer 10.0.0 rcl All All
Intland Codebeamer 10.0.0 spi All All
Intland Codebeamer 10.0.0 sp2 All All
Intland Codebeamer 10.0.1 spi All All
Intland Codebeamer 10.1.0 - All All
Intland Codebeamer 10.1.0 spi All All
Intland Codebeamer 10.1.0 sp2 All All
Intland Codebeamer 10.1.0 sp3 All All
Intland Codebeamer 10.1.0 sp4 All All
Intland Codebeamer 21.04 All All All
Intland Codebeamer Application Lifecycle Management 10.0.0 - All All
Intland Codebeamer Application Lifecycle Management 10.0.0 prerelease4 All All
Intland Codebeamer Application Lifecycle Management 10.0.0 rci All All
Intland Codebeamer Application Lifecycle Management 10.0.0 sp1 All All

Intland Codebeamer Application Lifecycle Management 10.0.0 sp2 All All
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Application Intland Codebeamer Application Lifecycle Management 10.0.1 sp1 All All

Application Intland Codebeamer Application Lifecycle Management 10.1.0 - All All

Application Intland Codebeamer Application Lifecycle Management 10.1.0 sp1 All All

Application Intland Codebeamer Application Lifecycle Management 10.1.0 sp2 All All

Application Intland Codebeamer Application Lifecycle Management 10.1.0 sp3 All All

Application Intland Codebeamer Application Lifecycle Management 10.1.0 sp4 All All

Application Intland Codebeamer Application Lifecycle Management 21.04 All All All

Reference Source Link

Application Lifecycle Management Software | codeBeamer ALM MISC intland.com
www.compass-security.com/fileadmin/Research/Advisories/2021-08_ CSNC-2020-009-codebeame... MISC WWW.Compass-security.ce
CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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