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CVE CVE-2020-26519
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-10-02 06:15:00 UTC
Updated 2023-11-07 03:20:00 UTC
Description Artifex MuPDF before 1.18.0 has a heap based buffer over-write when parsing JBIG2 files allowing attackers to cause a de

/

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Artifex Mupdf All All All All
Application Artifex Mupdf All All All All
Operating System Debian Debian Linux 10.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Operating System Fedoraproject Fedora 32 All All All
Operating System Fedoraproject Fedora 33 All All All

References |
Reference Source Link
[SECURITY] Fedora 33 Update: mupdf-1.18.0-2.fc33 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.
Bug Access Denied MISC bugs.ghostscript.c
[SECURITY] Fedora 32 Update: zathura-pdf-mupdf-0.3.6-4.fc32 - package-announce - Fedora Mailing-Lists lists.fedoraproject.
git.ghostscript.com Git - mupdf.git/commit git.ghostscript.con
[SECURITY] Fedora 33 Update: mupdf-1.18.0-2.fc33 - package-announce - Fedora Mailing-Lists lists.fedoraproject.
[SECURITY] Fedora 32 Update: zathura-pdf-mupdf-0.3.6-4.fc32 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.
git.ghostscript.com Git - mupdf.git/commit MISC git.ghostscript.con
MuPDF: Multiple vulnerabilities (GLSA 202105-30) — Gentoo security GENTOO  security.gentoo.or
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[SECURITY] [DLA 2589-1] mupdf security update MLIST lists.debian.org

Debian -- Security Information -- DSA-4794-1 mupdf DEBIAN www.debian.org
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov

IS R

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

501086 Alpine Linux Security Update for mupdf
501630 Alpine Linux Security Update for mupdf

710084 Gentoo Linux MuPDF Multiple vulnerabilities (GLSA 202105-30)
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