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Bluetooth legacy BR/EDR PIN code pairing in Bluetooth Core Specification 1.0B through 5.2 may permit an unauthenticate:
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VU#799380 - Devices supporting Bluetooth Core and Mesh Specifications are vulnerable to impersonation attacks and AuthValue disclosure
INTEL-SA-00520

[SECURITY] Fedora 34 Update: kernel-5.12.7-300.fc34 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 34 Update: kernel-5.12.7-300.fc34 - package-announce - Fedora Mailing-Lists

Reporting Security Vulnerabilities | Bluetooth® Technology Website

CVE Program record

NVD vulnerability detail

/

No vendor comments have been submitted for this CVE.

| Legacy QID Mappings

161334 Oracle Enterprise Linux Security Update for unbreakable enterprise kernel (ELSA-2024-12110)
161352 Oracle Enterprise Linux Security Update for unbreakable enterprise kernel (ELSA-2024-12159)
281098 Fedora Security Update for kernel (FEDORA-2021-a35b44fd9f)

390294 Oracle Managed Virtualization (VM) Server for x86 Security Update for kernel (OVMSA-2024-0002)

610344 Google Android Devices June 2021 Security Patch Missing
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610354 Google Android July 2021 Security Patch Missing for LGE

610355 Google Android July 2021 Security Patch Missing for Samsung

610358 Google Android July 2021 Security Patch Missing for Huawei EMUI

672705 EulerOS Security Update for kernel (EulerOS-SA-2023-1487)

755604 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2024:0129-1)

755605 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2024:0120-1)

755606 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2024:0117-1)

755607 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2024:0115-1)
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