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In EVPN VXLAN setups in Arista EOS, specific malformed packets can lead to incorrect MAC to IP bindings and as a result
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Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type
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Vendor Product Version Update Edition Language
Arista 7010t-48 - All All All
Arista 7010t-48 - All All All
Arista 7050cx3-32s - All All All
Arista 7050cx3-32s - All All All
Arista 7050cx3m-32s - All All All
Arista 7050cx3m-32s - All All All
Arista 70500x-32s - All All All
Arista 70500x-32s - All All All
Arista 70500x2-32s - All All All
Arista 70500x2-32s - All All All
Arista 7050sx-128 - All All All
Arista 7050sx-128 - All All All
Arista 7050sx-64 - All All All
Arista 7050sx-64 - All All All
Arista 7050sx-72q - All All All
Arista 7050sx-72q - All All All
Arista 7050sx2-128 - All All All
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Hardware Arista 7324xX - All All All
Hardware Arista 7328x - All All All
Hardware Arista 7328x - All All All
Hardware Arista 7368x4 - All All All
Hardware Arista 7368x4 - All All All
Operating System Arista Eos All All All All
Operating System Arista Eos All All All All
Operating System Arista Eos All All All All
Operating System Arista Eos All All All All
Reference Source Link Tags

Security Advisory 0057 - Arista CONFIRM www.arista.com Exploit, Vendor Advisory
CVE Program record CVE.ORG WWw.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

43819 Arista EOS Security Update for EVPN VxLAN (SA0057)
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