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State
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Source Priority
Published
Updated

Description

) I

CVE-2020-2659

PUBLIC

secalert_us@oracle.com

CVE Program / NVD first with legacy fallback

2020-01-15 17:15:00 UTC

2021-12-06 15:07:00 UTC

Vulnerability in the Java SE, Java SE Embedded product of Oracle Java SE (component: Networking). Supported versions

Risk And Classification

1|

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Application
Application
Application
Application
Application

Application

Application

Vendor
Canonical
Canonical
Canonical
Canonical
Canonical
Canonical
Debian
Debian
Debian
Debian
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp

Netapp

Product

Ubuntu Linux

Ubuntu Linux

Ubuntu Linux

Ubuntu Linux

Ubuntu Linux

Ubuntu Linux

Debian Linux

Debian Linux

Debian Linux

Debian Linux

Active Ig Unified Manager
Active Ig Unified Manager
Active Ig Unified Manager
Active Ig Unified Manager
E-series Performance Analyzer
E-series Performance Analyzer

E-series Santricity Management Plug-ins

Version

16.04

18.04

19.10

16.04

18.04

19.10

8.0

9.0

8.0

9.0

All

All

All

All

Update
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All

Edition

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

Language
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All


https://cve.report/
https://cve.report/CVE-2020-2659/mitre
https://cve.report/CVE-2020-2659/nist
https://cve.report/CVE-2020-2659/cve_org
https://cve.report/CVE-2020-2659.pdf
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
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http://cve.report/software/canonical/ubuntu_linux
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http://cve.report/software/canonical/ubuntu_linux
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http://cve.report/software/canonical/ubuntu_linux
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http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/netapp
http://cve.report/software/netapp/active_iq_unified_manager
http://cve.report/vendor/netapp
http://cve.report/software/netapp/active_iq_unified_manager
http://cve.report/vendor/netapp
http://cve.report/software/netapp/active_iq_unified_manager
http://cve.report/vendor/netapp
http://cve.report/software/netapp/active_iq_unified_manager
http://cve.report/vendor/netapp
http://cve.report/software/netapp/e-series_performance_analyzer
http://cve.report/vendor/netapp
http://cve.report/software/netapp/e-series_performance_analyzer
http://cve.report/vendor/netapp
http://cve.report/software/netapp/e-series_santricity_management_plug-ins

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Operating System
Operating System
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
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Application

Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Opensuse
Opensuse
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle

Oracle

E-series Santricity Management Plug-ins

E-series Santricity Os Controller
E-series Santricity Storage Manager

E-series Santricity Storage Manager

E-series Santricity Web Services Proxy

E-series Santricity Web Services Proxy

Oncommand Insight

Oncommand Insight

Oncommand Workflow Automation
Oncommand Workflow Automation
Santricity Unified Manager
Santricity Unified Manager
Steelstore Cloud Integrated Storage
Steelstore Cloud Integrated Storage
Leap

Leap

Jdk

Jdk

Jdk

Jdk

Jre

Jre

Openjdk

Openjdk

Openjdk

Openjdk

Openjdk

Openjdk

Openjdk

Openjdk

Openjdk

Openjdk

Openjdk

Openjdk

Openjdk

All

15.1

15.1

1.7.0

1.8.0

1.7.0

1.8.0

1.8.0

1.8.0

11

11.0.1
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11.0.3
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11.0.5

13

13.0.1

All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
update241
update231
update241
update231
update231
update231
All
All
All
All
All
All
All

All

update241
update80

update85

All

All

All

All

All

All

All

All

All

All

All

All
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All

All

All

All
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All

All

All

All

All

All

All

All
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All
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update102
updatei12
update152
update162
update172
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update20
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update40
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update66
update72
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Application Oracle Openjdk 8 update20 All All
Application Oracle Openjdk 8 update202 All All
Application Oracle Openjdk 8 update212 All All
Application Oracle Openjdk 8 update222 All All
Application Oracle Openjdk 8 update232 All All
Application Oracle Openjdk 8 update40 All All
Application Oracle Openjdk 8 update60 All All
Application Oracle Openjdk 8 update66 All All
Application Oracle Openjdk 8 update72 All All
Application Oracle Openjdk 8 update92 All All
Operating System Redhat Enterprise Linux 8.0 All All All
Operating System Redhat Enterprise Linux 8.0 All All All
Operating System Redhat Enterprise Linux Desktop 6.0 All All All
Operating System Redhat Enterprise Linux Desktop 7.0 All All All
Operating System Redhat Enterprise Linux Desktop 6.0 All All All
Operating System Redhat Enterprise Linux Desktop 7.0 All All All
Operating System Redhat Enterprise Linux Eus 7.7 All All All
Operating System Redhat Enterprise Linux Eus 8.1 All All All
Operating System Redhat Enterprise Linux Eus 7.7 All All All
Operating System Redhat Enterprise Linux Eus 8.1 All All All
Operating System Redhat Enterprise Linux Server 6.0 All All All
Operating System Redhat Enterprise Linux Server 7.0 All All All
Operating System Redhat Enterprise Linux Server 6.0 All All All
Operating System Redhat Enterprise Linux Server 7.0 All All All
Operating System Redhat Enterprise Linux Server Aus 7.7 All All All
Operating System Redhat Enterprise Linux Server Aus 7.7 All All All
Operating System Redhat Enterprise Linux Server Tus 7.7 All All All
Operating System Redhat Enterprise Linux Server Tus 7.7 All All All
Operating System Redhat Enterprise Linux Workstation 6.0 All All All
Operating System Redhat Enterprise Linux Workstation 7.0 All All All
Operating System Redhat Enterprise Linux Workstation 6.0 All All All
Operating System Redhat Enterprise Linux Workstation 7.0 All All All
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[security-announce] openSUSE-SU-2020:0147-1: important: Security update
Debian -- Security Information -- DSA-4621-1 openjdk-8
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January 2020 Java Platform Standard Edition Vulnerabilities in NetApp Products | NetApp Product Security
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OpendDK: Multiple vulnerabilities (GLSA 202101-19) — Gentoo security
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USN-4257-1: OpendDK vulnerabilities | Ubuntu security notices
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Oracle Critical Patch Update Advisory - January 2020
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CVE Program record

NVD vulnerability detail
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security.netapp.cc
seclists.org
security.gentoo.or
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Www.cve.org

nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

375285 EulerOS Security Update for java-1.8.0-openjdk (EulerOS-SA-2021-1310)

375811 Azul Java Multiple Vulnerabilities Security Update January 2020

375980 Amazon Corretto Critical Patch Update (JAN2020)

376907 Alibaba Cloud Linux Security Update for java-1.7.0-openjdk (ALINUX2-SA-2020:0020)

376984 Alibaba Cloud Linux Security Update for java-1.8.0-openjdk (ALINUX2-SA-2020:0013)

501102 Alpine Linux Security Update for openjdk8

501212 Alpine Linux Security Update for openjdk7
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report


https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2020-2659
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


