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Summary

CVE CVE-2020-26879

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-10-26 20:15:00 UTC

Updated 2020-11-02 18:25:00 UTC

Description Ruckus vRioT through 1.5.1.0.21 has an API backdoor that is hardcoded into validate_token.py. An unauthenticated attacker can interact with the service API by using a backdoor value as the Authorization header.

Risk And Classification

Problem Types: CWE-798

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Commscope Ruckus Iot Module - All All All

Hardware Commscope Ruckus Iot Module - All All All

Application Commscope Ruckus Vriot All All All All

References

Reference Source Link

J. M. Fernández (@TheXC3LL) | Twitter MISC twitter.com

20201026 | Security Bulletins | Ruckus Wireless Support CONFIRM support.ruckuswireless.com

Remote Command Execution in Ruckus IoT Controller (CVE-2020-26878 & CVE-2020-26879) - Adepts of 0xCC MISC adepts.of0x.cc

Home :: DoomsDay Vault MISC x-c3ll.github.io

Adepts of 0xCC MISC adepts.of0x.cc

Documents | Ruckus Support MISC support.ruckuswireless.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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