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assanvnncurmnumnsuennan — Gertain versions of Fedora from Fedoraproject contain the following
: vulnerability:

Matrix Synapse before 1.20.0 erroneously permits non-standard NaN,
Infinity, and -Infinity JSON values in fields of m.room.member events,
allowing remote attackers to execute a denial of service attack against
the federation and common Matrix clients. If such a malformed event is
accepted into the room's state, the impact is long-lasting and is not
fixed by an upgrade to a newer version, requiring the event to be manually redacted instead.
Since events are replicated to servers of other room members, the impact is not constrained
to the server of the event sender.

CVE-2020-26890 has been assigned by [¥] cve@mitre.org to track the vulnerability - currently rated as m severity.

CVSS3 Score: 7.5-HIGH

Attack Attack Privileges User
Vector Complexity Required Interaction
NETWORK LOW [ NONE | [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact

CVSS2 Score: SEMEDIUNM)
Access Access Authentication
Vector Complexity
Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact
[[NONE) (INONE |
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[SECURITY] Fedora 33 Update: python-canonicaljson-1.4.0-1.fc33 - FEDORA FEDORA-2020-2578d943d2
package-announce - Fedora Mailing-Lists

package-announce - Fedora Mailing-Lists Third Party Advisory

[ Third Party Advisory |
Denial of service attack due to invalid JSON - Advisory - matrix- [ Patch | ) MISC github.com/matrix-

org/synapse - GitHub org/synapse/security/advisories/GHSA-
4mp3-385r-v63f

lists. ject.
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[SECURITY] Fedora 32 Update: python-canonicaljson-1.4.0-1.fc32 - FEDORA FEDORA-2020-b90dac7fc4
lists. ject.

1

text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

501691 Alpine Linux Security Update for synapse

983246 Python (pip) Security Update for matrix-synapse (GHSA-4mp3-385r-v63f)

| Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Fedoraproject Fedora 32 All All All
System

Operating Fedoraproject Fedora 33 All All All
System

Operating Fedoraproject Fedora 32 All All All
System

Operating Fedoraproject Fedora 33 All All All
System

Application Matrix Synapse All All All All
Application Matrix Synapse All All All All

ARk kKKK LKLk,

cpe:2.3:a:matrix:synapse:™:

ARk kKKK LKLk,

cpe:2.3:a:matrix:synapse:™:

No vendor comments have been submitted for this CVE
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