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Summary

CVE CVE-2020-26933

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-11-18 17:15:00 UTC

Updated 2020-12-07 21:19:00 UTC

Description Trusted Computing Group (TCG) Trusted Platform Module Library Family 2.0 Library Specification Revisions 1.38 through 1.59 has Incorrect Access Control during a non-orderly TPM shut-down that uses USE_DA_USED. Improper initialization of this shut-down may result in susceptibility to a dictionary attack.

Risk And Classification

Problem Types: CWE-665

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Trustedcomputinggroup Trusted Platform Module 2.0 revision_1.38 All All

Application Trustedcomputinggroup Trusted Platform Module 2.0 revision_1.40 All All

Application Trustedcomputinggroup Trusted Platform Module 2.0 revision_1.59 All All

Application Trustedcomputinggroup Trusted Platform Module 2.0 revision_1.38 All All

Application Trustedcomputinggroup Trusted Platform Module 2.0 revision_1.40 All All

Application Trustedcomputinggroup Trusted Platform Module 2.0 revision_1.59 All All

References

Reference Source Link Tags

Security | Trusted Computing Group MISC trustedcomputinggroup.org Vendor Advisory

trustedcomputinggroup.org/wp-content/uploads/TCGVRT004-Advisory-FINAL.pdf CONFIRM trustedcomputinggroup.org Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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