CVE

State

Assigner
Source Priority
Published
Updated

Description

CVE-2020-26934

MITRE

CVE-2020-26934

PUBLIC
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CVE Program / NVD first with legacy fallback

NVD CVE.ORG

2020-10-10 19:15:00 UTC
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phpMyAdmin before 4.9.6 and 5.x before 5.0.3 allows XSS through the transformation feature via a crafted link.

Print: PDF %5

Risk And Classification

Problem Types: CWE-79
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Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Application
Application
Application
Application
Application
Application
Operating System
Operating System

Operating System

Vendor
Debian
Debian
Fedoraproject
Fedoraproject
Fedoraproject
Fedoraproject
Fedoraproject
Fedoraproject
Opensuse
Opensuse
Opensuse
Opensuse
Opensuse
Opensuse
Opensuse
Opensuse

Opensuse

Product
Debian Linux
Debian Linux
Fedora
Fedora
Fedora
Fedora
Fedora
Fedora
Backports Sle
Backports Sle
Backports Sle
Backports Sle
Backports Sle
Backports Sle
Leap

Leap

Leap

Version

9.0 All
9.0 All
31 All
32 All
33 All
31 All
32 All
33 All
15.0 -
15.0 sp1
15.0 sp2
15.0 -
15.0 sp1
15.0 sp2
15.1 All
15.2 All
15.1 All

Update

Edition

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

Language

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


https://cve.report/
https://cve.report/CVE-2020-26934/mitre
https://cve.report/CVE-2020-26934/nist
https://cve.report/CVE-2020-26934/cve_org
https://cve.report/CVE-2020-26934.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/backports_sle
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/backports_sle
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/backports_sle
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/backports_sle
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/backports_sle
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/backports_sle
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap

Operating System Opensuse Leap 15.2 All All All

Application Phpmyadmin Phpmyadmin All All All All
Application Phpmyadmin Phpmyadmin All All All All
Reference Source Link
[security-announce] openSUSE-SU-2020:1806-1: important: Security update SUSE lists.opensuse.org
phpMyAdmin: Multiple vulnerabilities (GLSA 202101-35) — Gentoo security GENTOO  security.gentoo.org

[SECURITY] Fedora 33 Update: phpMyAdmin-5.0.3-1.fc33 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org
[SECURITY] Fedora 31 Update: phpMyAdmin-5.0.3-1.fc31 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org
[SECURITY] Fedora 33 Update: phpMyAdmin-5.0.3-1.fc33 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
phpMyAdmin - Security - PMASA-2020-5 MISC www.phpmyadmin.net

[SECURITY] Fedora 32 Update: phpMyAdmin-5.0.3-1.fc32 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 32 Update: phpMyAdmin-5.0.3-1.fc32 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
[SECURITY] Fedora 31 Update: phpMyAdmin-5.0.3-1.fc31 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
[security-announce] openSUSE-SU-2020:1675-1: important: Security update SUSE lists.opensuse.org
[SECURITY] [DLA 2413-1] phpmyadmin security update MLIST lists.debian.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

< B

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

730123 PhpMyAdmin Multiple Vulnerabilities (PMASA-2020-5,PMASA-2020-6)
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