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Summary

CVE CVE-2020-26939

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-11-02 22:15:00 UTC

Updated 2023-11-07 03:20:00 UTC

Description In Legion of the Bouncy Castle BC before 1.61 and BC-FJA before 1.0.1.2, attackers can obtain sensitive information about a private exponent because of Observable Differences in Behavior to Error Inputs. This occurs in org.bouncycastle.crypto.encodings.OAEPEncoding. Sending invalid ciphertext that decrypts to a short payload in the OAEP Decoder could result in the throwing of an early exception, potentially leaking some information about the private exponent of the RSA private key performing the encryption.

Risk And Classification

Problem Types: CWE-203

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Solr 8.8.2 All All All

Application Bouncycastle Legion-of-the-bouncy-castle All All All All

Application Bouncycastle Legion-of-the-bouncy-castle All All All All

Application Bouncycastle Legion-of-the-bouncy-castle-fips-java-api All All All All

Application Bouncycastle Legion-of-the-bouncy-castle-fips-java-api All All All All

References

Reference Source Link

Pony Mail! MLIST lists.apache.org

CVE 2020 26939 · bcgit/bc-java Wiki · GitHub MISC github.com

[solr-issues] 20210525 [jira] [Created] (SOLR-15431) Security vulnerability with Bouncy Castle library within Apache Solr 8.8.2 lists.apache.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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