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Summary

CVE CVE-2020-27197

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-10-17 20:15:00 UTC

Updated 2023-11-07 03:20:00 UTC

Description ** DISPUTED ** TAXII libtaxii through 1.1.117, as used in EclecticIQ OpenTAXII through 0.2.0 and other products, allows SSRF via an initial http:// substring to the parse method, even when the no_network setting is used for the XML parser. NOTE: the vendor points out that the parse method "wraps the lxml library" and that this may be an issue to "raise ... to the lxml group."

Risk And Classification

Problem Types: CWE-918

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Eclecticiq Opentaxii All All All All

Application Libtaxii Project Libtaxii All All All All

References

Reference Source Link Tags

Blind SSRF in OpenTaxii · Issue #176 · eclecticiq/OpenTAXII · GitHub MISC github.com Exploit, Third Party Advisory

Blind SSRF vulnerability · Issue #246 · TAXIIProject/libtaxii · GitHub MISC github.com Exploit, Third Party Advisory

Libtaxii 1.1.117 / OpenTaxi 0.2.0 Server-Side Request Forgery ≈ Packet Storm MISC packetstormsecurity.com Exploit, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

982693 Python (pip) Security Update for libtaxii (GHSA-836c-xg97-8p4h)
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