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CVE CVE-2020-27216
State PUBLIC
Assigner security@eclipse.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-10-23 13:15:00 UTC
Updated 2023-11-07 03:20:00 UTC
Description In Eclipse Jetty versions 1.0 thru 9.4.32.v20200930, 10.0.0.alpha1 thru 10.0.0.beta2, and 11.0.0.alpha1 thru 11.0.0.beta20
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Langu
Application Apache Beam 2.21.0 All All All
Application Apache Beam 2.22.0 All All All
Application Apache Beam 2.23.0 All All All
Application Apache Beam 2.24.0 All All All
Application Apache Beam 2.25.0 All All All
Operating System Debian  Debian Linux 10.0 All All All
Operating System Debian  Debian Linux 9.0 All All All
Application Eclipse  Jetty All All All All
Application Eclipse  Jetty 10.0.0 alphat  All All
Application Eclipse  Jetty 10.0.0 betal All All
Application Eclipse  Jetty 10.0.0 betal All All
Application Eclipse  Jetty 10.0.0 beta2 All All
Application Eclipse  Jetty 11.0.0 alphat  All All
Application Eclipse  Jetty 11.0.0 betat All All
Application Eclipse  Jetty 11.0.0 beta2 All All
Application Eclipse  Jetty All All All All
Application Eclipse  Jetty 10.0.0 alphatl  All All
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Application Eclipse  Jetty 10.0.0 beta0 All All
Application Eclipse  Jetty 10.0.0 betal All All
Application Eclipse  Jetty 10.0.0 beta2 All All
Application Eclipse  Jetty 11.0.0 alphatl  All All
Application Eclipse  Jetty 11.0.0 betal All All
Application Eclipse  Jetty 11.0.0 beta2 All All
Application Eclipse  Jetty All All All All
Application Netapp  Snapcenter - All All All
Application Netapp  Snapcenter - All All All
Application Netapp  Snap Creator Framework - All All All
Application Netapp  Snap Creator Framework - All All All
Application Netapp  Storage Replication Adapter All All All All
Application Netapp  Storage Replication Adapter All All All All
Application Netapp  Vasa Provider All All All All
Application Netapp  Vasa Provider All All All All
Application Netapp  Virtual Storage Console All All All All
Application Netapp  Virtual Storage Console All All All All
Application Oracle ~ Communications Application Session Controller 3.9m0p2  All All All
Application Oracle Communications Application Session Controller 3.9m0p2  All All All
Application Oracle  Communications Converged Application Server - Service Controller 6.2 All All All
Application Oracle  Communications Element Manager All All All All
Application Oracle ~ Communications Offline Mediation Controller 12.0.0.3.0 Al All All
Application Oracle ~ Communications Pricing Design Center 12.0.0.3.0 All All All
Application Oracle  Communications Services Gatekeeper 7.0 All All All
Application Oracle  Flexcube Core Banking All All All All
Application Oracle Flexcube Private Banking 12.0.0 All All All
Application Oracle  Flexcube Private Banking 12.1.0 All All All
Application Oracle Jd Edwards Enterpriseone Tools All All All All
Application Oracle  Siebel Core - Automation All All All All
Application Vmware Vsphere - All All All
Application Vmware Vsphere - All All All
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https://lists.apache.org/thread.html/r8dd01541fc49d24ec223365a9974231cbd7378b749247a89b0a52210%2540%253Cissues.beam.apache.org%253E
https://lists.apache.org/thread.html/r4946ffd86ad6eb7cb7863311235c914cb41232380de8d9dcdb3c115c%2540%253Cissues.beam.apache.org%253E
https://lists.apache.org/thread.html/r8cacf91ae1b17cc6531d20953c52fa52f6fd3191deb3383446086ab7@%253Cissues.beam.apache.org%253E
https://lists.apache.org/thread.html/r1d40368a309f9d835dcdd900249966e4fcbdf98c1cc4c84db2cd9964%2540%253Cissues.beam.apache.org%253E
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https://lists.apache.org/thread.html/rd7e62e2972a41c2658f41a824b8bdd15644d80fcadc51fe7b7c855de%2540%253Cissues.beam.apache.org%253E
https://lists.apache.org/thread.html/r0e9efe032cc65433251ee6470c66c334d4e7db9101e24cf91a3961f2@%253Ccommits.directory.apache.org%253E
https://lists.apache.org/thread.html/r07525dc424ed69b3919618599e762f9ac03791490ca9d724f2241442@%253Cdev.felix.apache.org%253E
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https://lists.apache.org/thread.html/r73b5a9b677b707bbb7c1469ea746312c47838b312603bada9e382bba@%253Cissues.beam.apache.org%253E
https://lists.apache.org/thread.html/r5494fdaf4a0a42a15c49841ba7ae577d466d09239ee1050458da0f29@%253Cjira.kafka.apache.org%253E
https://lists.apache.org/thread.html/r0d7ad4f02c44d5d53a9ffcbca7ff4a8138241322da9c5c35b5429630%2540%253Cissues.beam.apache.org%253E
https://lists.apache.org/thread.html/r66e99d973fd79ddbcb3fbdb24f4767fe9b911f5b0abb05d7b6f65801%2540%253Ccommits.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/r503045a75f4419d083cb63ac89e765d6fb8b10c7dacc0c54fce07cff%2540%253Creviews.iotdb.apache.org%253E
https://lists.apache.org/thread.html/ra1f19625cc67ac1b459c558f2ea5647d71ce51c6fe4f4cb03baec849@%253Cnotifications.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/r407c316f6113dfc76f7bb3cb1693f08274c521064a92e5214197548e%2540%253Cissues.beam.apache.org%253E
https://lists.apache.org/thread.html/r7da5ae60d7973e8894cfe92f49ecb5b47417eefab4c77cc87514d3cf@%253Cdev.felix.apache.org%253E
https://lists.apache.org/thread.html/rdbf1cd0ab330c032f3a09b453cb6405dccc905ad53765323bddab957%2540%253Cissues.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/r09b345099b4f88d2bed7f195a96145849243fb4e53661aa3bcf4c176@%253Cissues.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/r9cc76b98f87738791b8ec3736755f92444d3c8cb26bd4e4ffdb5c1cc@%253Cissues.beam.apache.org%253E
https://lists.apache.org/thread.html/r2122537d3f9beb0ce59f44371a951b226406719919656ed000984bd0%2540%253Cissues.beam.apache.org%253E
https://lists.apache.org/thread.html/rb5f2558ea2ac63633dfb04db1e8a6ea6bb1a2b8614899095e16c6233%2540%253Cissues.beam.apache.org%253E
https://lists.apache.org/thread.html/rde782fd8e133f7e04e50c8aaa4774df524367764eb5b85bf60d96747@%253Cnotifications.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/r59e0878013d329dcc481eeafebdb0ee445b1e2852d0c4827b1ddaff2@%253Cissues.beam.apache.org%253E
https://lists.apache.org/thread.html/r3a763de620be72b6d74f46ec4bf39c9f35f8a0b39993212c0ac778ec@%253Ccommits.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/r3f32cb4965239399c22497a0aabb015b28b2372d4897185a6ef0ccd7%2540%253Cissues.beam.apache.org%253E
https://lists.apache.org/thread.html/rcfb95a7c69c4b9c082ea1918e812dfc45aa0d1e120fd47f68251a336%2540%253Cissues.beam.apache.org%253E
https://lists.apache.org/thread.html/rafb023a7c61180a1027819678eb2068b0b60cd5c2559cb8490e26c81%2540%253Cissues.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/r916b6542bd5b15a8a7ff8fc14a0e0331e8e3e9d682f22768ae71d775@%253Cissues.beam.apache.org%253E
https://lists.apache.org/thread.html/r2d17b2a4803096ba427f3575599ea29b55f5cf9dbc1f12ba044cae1a%2540%253Cnotifications.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/r19e8b338af511641d211ff45c43646fe1ae19dc9897d69939c09cabe@%253Cissues.beam.apache.org%253E
https://lists.apache.org/thread.html/r2122537d3f9beb0ce59f44371a951b226406719919656ed000984bd0@%253Cissues.beam.apache.org%253E
https://lists.apache.org/thread.html/rff0ad6a7dac2182421e2db2407e44fbb61a89904adfd91538f21fbf8%2540%253Cissues.beam.apache.org%253E
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https://lists.apache.org/thread.html/r911c1879258ebf98bca172c0673350eb7ea6569ca1735888d4cb7adc@%253Cissues.beam.apache.org%253E
https://lists.apache.org/thread.html/r568d354961fa88f206dc345411fb11d245c6dc1a8da3e80187fc6706@%253Cdev.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/r8866f0cd2a3b319288b7eea20ac137b9f260c813d10ee2db88b65d32%2540%253Cissues.beam.apache.org%253E
https://lists.apache.org/thread.html/r819857361f5a156e90d6d06ccf6c41026bc99030d60d0804be3a9957%2540%253Cissues.beam.apache.org%253E
https://bugs.eclipse.org/bugs/show_bug.cgi?id=567921
https://lists.apache.org/thread.html/r185d10aae8161c08726f3ba9a1f1c47dfb97624ea6212fa217173204@%253Cissues.beam.apache.org%253E
https://lists.apache.org/thread.html/r44115ebfbf3b7d294d7a75f2d30bcc822dab186ebbcc2dce11915ca9@%253Cissues.beam.apache.org%253E
https://lists.apache.org/thread.html/r3042a9dd2973aa229e52d022df7813e4d74b67df73bfa6d97bb0caf8%2540%253Cissues.beam.apache.org%253E
https://lists.apache.org/thread.html/r407c316f6113dfc76f7bb3cb1693f08274c521064a92e5214197548e@%253Cissues.beam.apache.org%253E
https://lists.apache.org/thread.html/r90b5ac6e2bf190a5297bda58c7ec76d01cd86ff050b2470fcd9f4b35%2540%253Cissues.beam.apache.org%253E
https://lists.apache.org/thread.html/rc44d1147f78496ec9932a38b28795ff4fd0c4fa6e3b6f5cc33c14d29@%253Cissues.beam.apache.org%253E
https://lists.apache.org/thread.html/r93d5e81e879120d8d87925dbdd4045cb3afa9b066f4370f60b626ce3@%253Ccommits.druid.apache.org%253E
https://lists.apache.org/thread.html/rb7e159636b26156f6ef2b2a1a79b3ec9a026923b5456713e68f7c18e@%253Cissues.beam.apache.org%253E
https://lists.apache.org/thread.html/r6b83ca85c8f9a6794b1f85bc70d1385ed7bc1ad07750d0977537154a%2540%253Cissues.beam.apache.org%253E
https://lists.apache.org/thread.html/rde782fd8e133f7e04e50c8aaa4774df524367764eb5b85bf60d96747%2540%253Cnotifications.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/rc4b972ea10c5a65c6a88a6e233778718ab9af7f484affdd5e5de0cff@%253Ccommits.felix.apache.org%253E
https://lists.apache.org/thread.html/r503045a75f4419d083cb63ac89e765d6fb8b10c7dacc0c54fce07cff@%253Creviews.iotdb.apache.org%253E
https://lists.apache.org/thread.html/r5a9462096c71593e771602beb0e69357adb5175d9a5c18d5181e0ab4%2540%253Cissues.beam.apache.org%253E
https://lists.apache.org/thread.html/r0df8fe10fc36028cf6d0381ab66510917d0d68bc5ef7042001d03830@%253Cdev.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/r352e40ca9874d1beb4ad95403792adca7eb295e6bc3bd7b65fabcc21%2540%253Ccommits.samza.apache.org%253E
https://lists.apache.org/thread.html/r769411eb43dd9ef77665700deb7fc491fc3ceb532914260c90b56f2f%2540%253Cissues.beam.apache.org%253E
https://lists.apache.org/thread.html/r547bb14c88c5da2588d853ed3030be0109efa537dd797877dff14afd@%253Cissues.beam.apache.org%253E
https://lists.apache.org/thread.html/r2e02700f7cfecb213de50be83e066086bea90278cd753db7fdc2ccff%2540%253Cissues.beam.apache.org%253E
https://lists.apache.org/thread.html/r568d354961fa88f206dc345411fb11d245c6dc1a8da3e80187fc6706%2540%253Cdev.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/rccedec4cfd5df6761255b71349e3b7c27ee0745bd33698a71b1775cf@%253Cissues.beam.apache.org%253E
https://lists.apache.org/thread.html/rfe5caef1fd6cf4b8ceac1b63c33195f2908517b665c946c020d3fbd6%2540%253Cissues.beam.apache.org%253E
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https://lists.apache.org/thread.html/rb5f2558ea2ac63633dfb04db1e8a6ea6bb1a2b8614899095e16c6233@%253Cissues.beam.apache.org%253E
https://lists.apache.org/thread.html/rcdd56ab4255801a0964dcce3285e87f2c6994e6469e189f6836f34e3%2540%253Cnotifications.iotdb.apache.org%253E
https://lists.apache.org/thread.html/r9cc76b98f87738791b8ec3736755f92444d3c8cb26bd4e4ffdb5c1cc%2540%253Cissues.beam.apache.org%253E
https://lists.apache.org/thread.html/rc1d9b8e9d17749d4d2b9abaaa72c422d090315bd6bc0ae73a16abc1c@%253Cissues.beam.apache.org%253E
https://lists.apache.org/thread.html/re08b03cd1754b32f342664eead415af48092c630c8e3e0deba862a26@%253Ccommits.shiro.apache.org%253E
https://lists.apache.org/thread.html/raf9c581b793c30ff8f55f2415c7bd337eb69775aae607bf9ed1b16fb@%253Cdev.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/rb8ad3745cb94c60d44cc369aff436eaf03dbc93112cefc86a2ed53ba@%253Cissues.beam.apache.org%253E
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CVE Program record

NVD vulnerability detail
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nvd.nist.gov

No vendor comments have been submitted for this CVE.
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Mailing List,

Patch, Third

Mailing List,

canonical

canonical, al

Legacy QID Mappings

178597 Debian Security Update for jetty9 (DLA 2661-1)

178738 Debian Security Update for jetty9 (DSA 4949-1)

20269 IBM DB2 Multiple Vulnerabilities (6466365)

239471 Red Hat Update for OpenShift Container Platform 3.11 (RHSA-2021:2517)

239472 Red Hat Update for OpenShift Container Platform 4.6.36 (RHSA-2021:2499)

239473 Red Hat Update for OpenShift Container Platform 4.5.41 (RHSA-2021:2431)



https://lists.apache.org/thread.html/raf9c581b793c30ff8f55f2415c7bd337eb69775aae607bf9ed1b16fb%2540%253Cdev.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/r87d8337300a635d66f0bb838bf635cdfcbba6b92c608a7813adbf4f4%2540%253Cissues.beam.apache.org%253E
https://lists.apache.org/thread.html/rccedec4cfd5df6761255b71349e3b7c27ee0745bd33698a71b1775cf%2540%253Cissues.beam.apache.org%253E
https://lists.apache.org/thread.html/rf00ea6376f3d0e8b8f62cf6d4a4f28b24e27193acd2c851f618aa41e%2540%253Cissues.beam.apache.org%253E
https://lists.apache.org/thread.html/re08b03cd1754b32f342664eead415af48092c630c8e3e0deba862a26%2540%253Ccommits.shiro.apache.org%253E
https://lists.apache.org/thread.html/r2aa316d008dab9ae48350b330d15dc1b863ea2a933558fbfc42b91a6%2540%253Cissues.beam.apache.org%253E
https://lists.apache.org/thread.html/rc2e24756d28580eeac811c5c6a12012c9f424b6e5bffb89f98ee3d03@%253Cdev.felix.apache.org%253E
https://lists.apache.org/thread.html/rcdd56ab4255801a0964dcce3285e87f2c6994e6469e189f6836f34e3@%253Cnotifications.iotdb.apache.org%253E
https://lists.apache.org/thread.html/r9d9b4b93df7f92cdf1147db0fc169be1776c93d1fbc63bc65721fffd@%253Cdev.knox.apache.org%253E
https://lists.apache.org/thread.html/r3b0ce1549a1ccdd7e51ec66daf8d54d46f1571edbda88ed09c96d7da%2540%253Cissues.beam.apache.org%253E
https://lists.apache.org/thread.html/rc1d9b8e9d17749d4d2b9abaaa72c422d090315bd6bc0ae73a16abc1c%2540%253Cissues.beam.apache.org%253E
https://lists.apache.org/thread.html/r1ed79516bd6d248ea9f0e704dbfd7de740d5a75b71c7be8699fec824@%253Cnotifications.zookeeper.apache.org%253E
https://www.oracle.com/security-alerts/cpuApr2021.html
https://lists.apache.org/thread.html/rad255c736fad46135f1339408cb0147d0671e45c376c3be85ceeec1a%2540%253Cnotifications.zookeeper.apache.org%253E
https://www.oracle.com/security-alerts/cpujan2021.html
https://lists.apache.org/thread.html/r6dfa64ecc3d67c1a71c08bfa04064549179d499f8e20a8285c57bd51%2540%253Cissues.beam.apache.org%253E
https://lists.apache.org/thread.html/ra55e04d5a73afcb8383f4386e2b26832c6e3972e53827021ab885943%2540%253Ccommits.shiro.apache.org%253E
https://lists.apache.org/thread.html/r171846414347ec5fed38241a9f8a009bd2c89d902154c6102b1fb39a@%253Cissues.beam.apache.org%253E
https://lists.apache.org/thread.html/r9d9b4b93df7f92cdf1147db0fc169be1776c93d1fbc63bc65721fffd%2540%253Cdev.knox.apache.org%253E
https://lists.apache.org/thread.html/rdbf1cd0ab330c032f3a09b453cb6405dccc905ad53765323bddab957@%253Cissues.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/refbbb0eb65c185d1fa491cee08ac8ed32708ce3b269133a6da264317%2540%253Cissues.beam.apache.org%253E
https://lists.apache.org/thread.html/r827d17bf6900eddc686f4b6ee16fc5e52ca0070f8df7612222c40ac5@%253Cissues.beam.apache.org%253E
https://www.cve.org/CVERecord?id=CVE-2020-27216
https://nvd.nist.gov/vuln/detail/CVE-2020-27216
http://cve.report/qid/178597
http://cve.report/qid/178738
http://cve.report/qid/20269
http://cve.report/qid/239471
http://cve.report/qid/239472
http://cve.report/qid/239473

375345 IBM MQ Privilege Escalation Vulnerability (6409546)

730281 Eclipse Jetty Directory Hijacking Vulnerability (Bug 567921)

770073 Red Hat OpenShift Container Platform 4.6 Security Update (RHSA-2021:2499)
770075 Red Hat OpenShift Container Platform 4.5 Security Update (RHSA-2021:2431)
770115 Red Hat OpenShift Container Platform 4.5 Security Update (RHSA-2021-2431)
770123 Red Hat OpenShift Container Platform 4.6 Security Update (RHSA-2021-2499)

980069 Java (maven) Security Update for org.mortbay.jetty:jetty-webapp (GHSA-g3wg-6mcf-8jj6)
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