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Summary

CVE CVE-2020-27218

State PUBLIC

Assigner security@eclipse.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-11-28 01:15:00 UTC

Updated 2023-11-07 03:20:00 UTC

Description In Eclipse Jetty version 9.4.0.RC0 to 9.4.34.v20201102, 10.0.0.alpha0 to 10.0.0.beta2, and 11.0.0.alpha0 to 11.0.0.beta2, if GZIP request body inflation is enabled and requests from different clients are multiplexed onto a single connection, and if an attacker can send a request with a body that is received entirely but not consumed by the application, then a subsequent request on the same connection will see that body prepended to its body. The attacker will not see any data but may inject data into the body of the subsequent request.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Kafka 2.7.0 All All All

Application Apache Spark 2.4.8 All All All

Application Apache Spark 3.0.3 All All All

Application Eclipse Jetty All All All All

Application Eclipse Jetty 10.0.0 alpha0 All All

Application Eclipse Jetty 10.0.0 alpha1 All All

Application Eclipse Jetty 10.0.0 beta0 All All

Application Eclipse Jetty 10.0.0 beta1 All All

Application Eclipse Jetty 10.0.0 beta2 All All

Application Eclipse Jetty 11.0.0 alpha0 All All

Application Eclipse Jetty 11.0.0 beta1 All All

Application Eclipse Jetty 11.0.0 beta2 All All

Application Eclipse Jetty All All All All

Application Eclipse Jetty 10.0.0 alpha0 All All

Application Eclipse Jetty 10.0.0 alpha1 All All

Application Eclipse Jetty 10.0.0 beta0 All All

Application Eclipse Jetty 10.0.0 beta1 All All
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Application Eclipse Jetty 10.0.0 beta1 All All

Application Eclipse Jetty 10.0.0 beta2 All All

Application Eclipse Jetty 11.0.0 alpha0 All All

Application Eclipse Jetty 11.0.0 beta1 All All

Application Eclipse Jetty 11.0.0 beta2 All All

Application Netapp Oncommand System Manager All All All All

Application Netapp Snap Creator Framework - All All All

Application Netapp Snap Creator Framework - All All All

Application Oracle Blockchain Platform All All All All

Application Oracle Communications Converged Application Server - Service Controller 6.2 All All All

Application Oracle Communications Offline Mediation Controller 12.0.0.3.0 All All All

Application Oracle Communications Pricing Design Center 12.0.0.3.0 All All All

Application Oracle Communications Services Gatekeeper 7.0 All All All

Application Oracle Communications Session Route Manager All All All All

Application Oracle Flexcube Private Banking 12.0.0 All All All

Application Oracle Flexcube Private Banking 12.1.0 All All All

Application Oracle Hyperion Infrastructure Technology 11.1.2.6.0 All All All

Application Oracle Rest Data Services All All All All

Application Oracle Retail Eftlink 20.0.0 All All All

Application Oracle Siebel Core - Automation All All All All
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[kafka-jira] 20210301 [GitHub] [kafka] dongjinleekr commented on pull request #10235: KAFKA-12389: Upgrade of netty-codec due to CVE-2021-21290
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568892 – (CVE-2020-27218) Jetty HttpInput not correctly recycled
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[SECURITY] [DLA 3641-1] jetty9 security update
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https://lists.apache.org/thread.html/r2f168fd22c071bdd95ec696e45d2a01e928b9fcadbe94fbabeb1549d@%253Cissues.hbase.apache.org%253E
https://lists.apache.org/thread.html/r25a47cd06750ebb4b0f23a9b7a57c209702c8566a4c970a41ac088df%2540%253Creviews.spark.apache.org%253E
https://lists.apache.org/thread.html/r391d20ab6ec03d6becc7a9f0c5e0f45a7ad8af6b996ae0a49839f6bd@%253Cjira.kafka.apache.org%253E
https://lists.apache.org/thread.html/rd9a960429741406f6557fa344a13d50a0c9976dac2e4c46bb54b32d7%2540%253Creviews.spark.apache.org%253E
https://lists.apache.org/thread.html/rc0e35f4e8a8a36127e3ae7a67f325a3a6a4dbe05034130fb04b6f3b6@%253Cnotifications.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/r306c8e5aad1b9afc0c9278430fb571950fbb3ab7dd5d369eb618ffa4@%253Cissues.spark.apache.org%253E
https://lists.apache.org/thread.html/r306c8e5aad1b9afc0c9278430fb571950fbb3ab7dd5d369eb618ffa4%2540%253Cissues.spark.apache.org%253E
https://lists.apache.org/thread.html/rbc5a8d7a0a13bc8152d427a7e9097cdeb139c6cfe111b2f00f26d16b%2540%253Cissues.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/r7669dab41f2b34d56bb67700d869dc9c025ff72e9468204799f5ac29%2540%253Ccommits.spark.apache.org%253E
https://lists.apache.org/thread.html/r6493e43007f41e34cdbbb66622307fa235374dd2ec5bf52c61075a68@%253Cissues.spark.apache.org%253E
https://lists.apache.org/thread.html/r7669dab41f2b34d56bb67700d869dc9c025ff72e9468204799f5ac29@%253Ccommits.spark.apache.org%253E
https://www.oracle.com/security-alerts/cpuoct2021.html
https://lists.apache.org/thread.html/rbea4d456d88b043be86739ab0200ad06ba5a7921064411c098f79831@%253Cjira.kafka.apache.org%253E
https://lists.apache.org/thread.html/r870bc5e6e354c3e28ea029cb5726c9e8dd2b88cb0f5f7de1d4e3133d%2540%253Creviews.spark.apache.org%253E
https://lists.apache.org/thread.html/r543ea0a861a78d84c22656fb76880d7ab327048cf7ee3ccc7281375d%2540%253Creviews.spark.apache.org%253E
https://lists.apache.org/thread.html/r3554a4f192db6008c03f2c6c3e0f1691a9b0d615ce955ef67a876ff7%2540%253Cjira.kafka.apache.org%253E
https://lists.apache.org/thread.html/r602683484f607cd1b9598caf3e549fbb01c43fd46a582a32cc3bb545@%253Cnotifications.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/r01806ad8c9cb0590584baf5b1a60237ad92e4ad5bba082ca04d98179@%253Creviews.spark.apache.org%253E
https://lists.apache.org/thread.html/rf273267fa2e49314643af3141cec239f97d41de8a59be4ef7e10c65a%2540%253Creviews.spark.apache.org%253E
https://lists.apache.org/thread.html/r8eea4c7797e701f6494c72942dd89f471cda4c2c6e9abbaf05d113d8%2540%253Creviews.spark.apache.org%253E
https://lists.apache.org/thread.html/r850d1d0413716e8ba6d910cae7b01a0e560636e17d664769b5080ca5%2540%253Creviews.spark.apache.org%253E
https://lists.apache.org/thread.html/r8f5b144e7a7c2b338f01139d891abbaba12a8173ee01110d21bd0b4d@%253Cnotifications.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/r3554a4f192db6008c03f2c6c3e0f1691a9b0d615ce955ef67a876ff7@%253Cjira.kafka.apache.org%253E
https://lists.apache.org/thread.html/r05b7ffde2b8c180709e14bc9ca036407bea3ed9f09b32c4705d23a4a@%253Cjira.kafka.apache.org%253E
https://lists.apache.org/thread.html/r821bbffb64da0f062b4e72d1aa600b91e26bc82a28298ab159121215@%253Cnotifications.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/racd55c9b704aa68cfb4436f17739b612b5d4f887155e04ed521a4b67%2540%253Cdev.kafka.apache.org%253E
https://lists.apache.org/thread.html/r00858fe27ee35ac8fa0e1549d67e0efb789d63b791b5300390bd8480%2540%253Cjira.kafka.apache.org%253E
https://lists.apache.org/thread.html/rba4bca48d2cdfa8c08afc368a9cc4572ec85a5915ba29b8a194bf505%2540%253Creviews.spark.apache.org%253E
https://lists.apache.org/thread.html/r81f82ab8ecb83568bafbecf9ce0e73be73980ac1e2af6baf0f344a59@%253Creviews.spark.apache.org%253E
https://lists.apache.org/thread.html/rc2b603b7fa7f8dbfe0b3b59a6140b4d66868db3bf4b29d69a772d72a@%253Cdev.kafka.apache.org%253E
https://lists.apache.org/thread.html/rb4ca79d1af5237108ce8770b7c46ca78095f62ef21331d9d06142388@%253Cjira.kafka.apache.org%253E
https://lists.apache.org/thread.html/r706562cbbdda569cc556d8a7983d1f9229606e7b51337b820785af26@%253Creviews.spark.apache.org%253E
https://lists.apache.org/thread.html/rc91c405c08b529b7292c75d9bd497849db700a1297fe3432990f6774@%253Cnotifications.zookeeper.apache.org%253E
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https://lists.apache.org/thread.html/r391d20ab6ec03d6becc7a9f0c5e0f45a7ad8af6b996ae0a49839f6bd%2540%253Cjira.kafka.apache.org%253E
https://lists.apache.org/thread.html/r380e9257bacb8551ee6fcf2c59890ae9477b2c78e553fa9ea08e9d9a@%253Ccommits.nifi.apache.org%253E
https://lists.apache.org/thread.html/rfa34d2a3e423421a4a1354cf457edba2ce78cee2d3ebd8aab151a559@%253Cdev.kafka.apache.org%253E
https://lists.apache.org/thread.html/rb4ca79d1af5237108ce8770b7c46ca78095f62ef21331d9d06142388%2540%253Cjira.kafka.apache.org%253E
https://lists.apache.org/thread.html/r602683484f607cd1b9598caf3e549fbb01c43fd46a582a32cc3bb545%2540%253Cnotifications.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/rfa34d2a3e423421a4a1354cf457edba2ce78cee2d3ebd8aab151a559%2540%253Cdev.kafka.apache.org%253E
https://lists.apache.org/thread.html/r990e0296b188d4530d1053882f687fa4f938f108425db2999a180944@%253Ccommits.kafka.apache.org%253E
https://lists.apache.org/thread.html/r2fda4dab73097051977f2ab818f75e04fbcb15bb1003c8530eac1059@%253Cjira.kafka.apache.org%253E
https://lists.apache.org/thread.html/r5464405909eb0e1059d5dd57d10c435b9f19325fdebbadb4f1126997%2540%253Creviews.spark.apache.org%253E
https://lists.apache.org/thread.html/r489dfc3e259ad3837141985dd9291b93e6b40496cdf58808915d67e9@%253Creviews.spark.apache.org%253E
https://lists.apache.org/thread.html/rfa8879a713480b206c152334419499e6af0878c36217abcc9ab4f0d1@%253Cnotifications.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/r5464405909eb0e1059d5dd57d10c435b9f19325fdebbadb4f1126997@%253Creviews.spark.apache.org%253E
https://lists.apache.org/thread.html/rc2b603b7fa7f8dbfe0b3b59a6140b4d66868db3bf4b29d69a772d72a%2540%253Cdev.kafka.apache.org%253E
https://lists.apache.org/thread.html/r94230f46b91c364d39922a8ba0cfe12b8dba1556b14792719a7d921f%2540%253Creviews.spark.apache.org%253E
https://lists.apache.org/thread.html/r078c1203e48089b2c934b9f86b61bebe8c049e0ea6273b124f349988%2540%253Cissues.hbase.apache.org%253E
https://lists.apache.org/thread.html/r2ffe719224cbe5897f2d06dd22fc77fa12377c39efe9de0c3bf3f837%2540%253Cissues.hbase.apache.org%253E
https://lists.apache.org/thread.html/r8c22aad0711321537183ccddcade7274ebf9dcbdcdacc6c4f90f43de@%253Creviews.spark.apache.org%253E
https://lists.apache.org/thread.html/r8c22aad0711321537183ccddcade7274ebf9dcbdcdacc6c4f90f43de%2540%253Creviews.spark.apache.org%253E
https://lists.apache.org/thread.html/r186748e676e5aeb4eb603361e6367555ae4daecbde55cfd69fa68ec6%2540%253Cissues.hbase.apache.org%253E
https://lists.apache.org/thread.html/rb6a3866c02ac4446451c7d9dceab2373b6d32fb058f9085c6143de30@%253Creviews.spark.apache.org%253E
https://lists.apache.org/thread.html/r7d37d33f2d68912985daf40203182e3d86f3e81266b7a7f350689eeb%2540%253Cjira.kafka.apache.org%253E
https://lists.apache.org/thread.html/r500e22d0aedba1866d0b5e76429b76652a473a0209fa8bf66c9f7aab@%253Ccommits.spark.apache.org%253E
https://lists.apache.org/thread.html/re3918edd403b0d3857a13ef2ccf3d2bc0231f3b8758e2a5777ea1cd3%2540%253Creviews.spark.apache.org%253E
https://lists.apache.org/thread.html/r01806ad8c9cb0590584baf5b1a60237ad92e4ad5bba082ca04d98179%2540%253Creviews.spark.apache.org%253E
https://lists.apache.org/thread.html/r32a25679d97bf5969d130f8e9b3a3fc54110095397d89952e93dbeb0@%253Creviews.spark.apache.org%253E
https://lists.apache.org/thread.html/r706562cbbdda569cc556d8a7983d1f9229606e7b51337b820785af26%2540%253Creviews.spark.apache.org%253E
https://lists.apache.org/thread.html/r15500b77c52390e2ec048cea4a6b45edf907ea61cd13259193ff8601@%253Creviews.spark.apache.org%253E
https://lists.apache.org/thread.html/ree677ff289ba9a90850f2e3ba7279555df1a170263ba39c5272db236@%253Cnotifications.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/rd20651e102cb6742a9d9322ea7b5fc3ab60a7ffecb50fa9157cbf176%2540%253Cjira.kafka.apache.org%253E
https://lists.apache.org/thread.html/rbbd003149f929b0e2fe58fb315de1658e98377225632e7e4239323fb%2540%253Ccommits.kafka.apache.org%253E
https://lists.apache.org/thread.html/r153fbefc27a1b2033692f32ef728ca909a7c7bcc1d21b6c35b38bdd5@%253Creviews.spark.apache.org%253E
https://lists.apache.org/thread.html/r9f571b086965b35d4e91e47fb67c27b42b62762248b4900ba723599f%2540%253Cnotifications.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/r15500b77c52390e2ec048cea4a6b45edf907ea61cd13259193ff8601%2540%253Creviews.spark.apache.org%253E
https://lists.apache.org/thread.html/reb75282901d0969ba6582725ce8672070715d0773f6ff54dedd60156@%253Creviews.spark.apache.org%253E
https://lists.apache.org/thread.html/r8c839a0d88cd6504abbe72c260371094f47014b2ba08d8d2c0232e3c@%253Cnotifications.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/rbe3f2e0a3c38ed9cbef81507b7cc6e523341865e30dc15c7503adc76@%253Cissues.spark.apache.org%253E
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Buffer not correctly recycled in Gzip Request inflation · Advisory · eclipse/jetty.project · GitHub
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[nifi-commits] 20210222 svn commit: r1886814 - /nifi/site/trunk/security.html
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https://lists.apache.org/thread.html/re4e67541a0a25a8589e89f52f8cd163c863fe04b59e048f9f1a04958%2540%253Ccommits.hbase.apache.org%253E
https://lists.apache.org/thread.html/r22776d06582985cca5bd2a92519a2b13b4cae2d8e087318da03c036d@%253Cnotifications.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/r8ed14a84656fa0bb8df3bf9373c5be80f47ceac1e2ff068ee734fdb3@%253Creviews.spark.apache.org%253E
https://lists.apache.org/thread.html/rcf7b5818f71bb97fd695eb0f54f8f4f69e15cc5f9ec761ea8be0d0d3%2540%253Creviews.spark.apache.org%253E
https://lists.apache.org/thread.html/re014afaa14f4df9d33912ab64dc57249e1c170c7448d7175c6d014ff%2540%253Cissues.spark.apache.org%253E
https://lists.apache.org/thread.html/re3918edd403b0d3857a13ef2ccf3d2bc0231f3b8758e2a5777ea1cd3@%253Creviews.spark.apache.org%253E
https://lists.apache.org/thread.html/ra1c234f045871827f73e4d68326b067e72d3139e109207345fa57d9e%2540%253Cdev.kafka.apache.org%253E
https://lists.apache.org/thread.html/rfa8879a713480b206c152334419499e6af0878c36217abcc9ab4f0d1%2540%253Cnotifications.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/r2a541f08bf5f847394297c13a5305c2f76c11e46504ce2a49653890a@%253Creviews.spark.apache.org%253E
https://lists.apache.org/thread.html/r769e1ba36c607772f7403e7ef2a8ae14d9ddcab4a844f9b28bcf7959@%253Cdev.kafka.apache.org%253E
https://lists.apache.org/thread.html/rd8e24a3e482e5984bc8c5492dc790413e4fdc1234e3debb94515796b@%253Cjira.kafka.apache.org%253E
https://lists.apache.org/thread.html/r74ab0f5a5f16ca01eb145403ab753df5b348b8c1656d7c8501d0bfc6@%253Creviews.spark.apache.org%253E
https://lists.apache.org/thread.html/rd8e24a3e482e5984bc8c5492dc790413e4fdc1234e3debb94515796b%2540%253Cjira.kafka.apache.org%253E
https://lists.apache.org/thread.html/r74ab0f5a5f16ca01eb145403ab753df5b348b8c1656d7c8501d0bfc6%2540%253Creviews.spark.apache.org%253E
https://lists.apache.org/thread.html/rce9e232a663d8405c003fe83d5c86c27d1ed65561f3690e824717bc4@%253Cissues.hbase.apache.org%253E
https://github.com/eclipse/jetty.project/security/advisories/GHSA-86wm-rrjm-8wh8
https://lists.apache.org/thread.html/rb8f413dc923070919b09db3ac87d079a2dcc6f0adfbb029e206a7930@%253Cnotifications.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/r821bbffb64da0f062b4e72d1aa600b91e26bc82a28298ab159121215%2540%253Cnotifications.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/r22776d06582985cca5bd2a92519a2b13b4cae2d8e087318da03c036d%2540%253Cnotifications.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/r942e21ee90e2617a00a08b17b0ac2db961959bec969b91df61584d38@%253Cdev.kafka.apache.org%253E
https://lists.apache.org/thread.html/r5c64173663c71f222ea40617ab362d7a590935fb75c18817fdec377e@%253Ccommits.spark.apache.org%253E
https://lists.apache.org/thread.html/r3d43529452c5a16338e8267eb911e8aedc64c3241624302e673961c1%2540%253Cdev.hbase.apache.org%253E
https://lists.apache.org/thread.html/r4aff5ca6bc94a6f13ff77914fd960185ab70cd6cebe96fffd74543ac@%253Creviews.spark.apache.org%253E
https://lists.apache.org/thread.html/racf9e6ad2482cb9b1e3e1b2c1b443d9d5cf14055fb54dec3d2dcce91%2540%253Creviews.spark.apache.org%253E
https://lists.apache.org/thread.html/rba4bca48d2cdfa8c08afc368a9cc4572ec85a5915ba29b8a194bf505@%253Creviews.spark.apache.org%253E
https://lists.apache.org/thread.html/r66456df852de06a0eed2c0a50252a2c8d360b8a5c005f63c0b1e3d25%2540%253Ccommits.kafka.apache.org%253E
https://lists.apache.org/thread.html/r489dfc3e259ad3837141985dd9291b93e6b40496cdf58808915d67e9%2540%253Creviews.spark.apache.org%253E
https://lists.apache.org/thread.html/r380e9257bacb8551ee6fcf2c59890ae9477b2c78e553fa9ea08e9d9a%2540%253Ccommits.nifi.apache.org%253E
https://lists.apache.org/thread.html/r96ef6d20c5bd3d42dab500bac56a427e1dce00cf85b083987617643d@%253Cissues.hbase.apache.org%253E
https://lists.apache.org/thread.html/ra1c234f045871827f73e4d68326b067e72d3139e109207345fa57d9e@%253Cdev.kafka.apache.org%253E
https://lists.apache.org/thread.html/r0d2de2ab5558da68b504bd30db74da1d97dc152a857f5b7e462288ab%2540%253Cissues.spark.apache.org%253E
https://lists.apache.org/thread.html/r9f571b086965b35d4e91e47fb67c27b42b62762248b4900ba723599f@%253Cnotifications.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/re4ae7ada52c5ecfe805eb86ddc0af399ec8a57bfb0d8c632b8723b88@%253Cdev.hbase.apache.org%253E
https://lists.apache.org/thread.html/r3b7c8bc7a1cb8acdcf7753f436564d289d22f2906e934d1b11de3a40@%253Creviews.spark.apache.org%253E
https://lists.apache.org/thread.html/rd20651e102cb6742a9d9322ea7b5fc3ab60a7ffecb50fa9157cbf176@%253Cjira.kafka.apache.org%253E
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Oracle Critical Patch Update Advisory - April 2021
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https://lists.apache.org/thread.html/rdde0ad0a03eec962c56b46e70e225918ea2368dcc3fd3488741fad53@%253Cnotifications.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/r352e40ca9874d1beb4ad95403792adca7eb295e6bc3bd7b65fabcc21%2540%253Ccommits.samza.apache.org%253E
https://lists.apache.org/thread.html/r6d5bb60a13e8b539600f86cb72097967b951de5c7ef1e4005cda74a7%2540%253Cnotifications.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/r0d2de2ab5558da68b504bd30db74da1d97dc152a857f5b7e462288ab@%253Cissues.spark.apache.org%253E
https://lists.apache.org/thread.html/r2a57c7bbf36afc87f8ad9e1dd2f53a08e85a1b531283fc2efce4fe17%2540%253Ccommits.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/r8c839a0d88cd6504abbe72c260371094f47014b2ba08d8d2c0232e3c%2540%253Cnotifications.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/rbe3f2e0a3c38ed9cbef81507b7cc6e523341865e30dc15c7503adc76%2540%253Cissues.spark.apache.org%253E
https://lists.apache.org/thread.html/r9b46505868794fba04d401956304e63e4d8e39bdc118d30e5e87dcd9@%253Creviews.spark.apache.org%253E
https://lists.apache.org/thread.html/r8f5b144e7a7c2b338f01139d891abbaba12a8173ee01110d21bd0b4d%2540%253Cnotifications.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/racd55c9b704aa68cfb4436f17739b612b5d4f887155e04ed521a4b67@%253Cdev.kafka.apache.org%253E
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https://lists.apache.org/thread.html/r32a25679d97bf5969d130f8e9b3a3fc54110095397d89952e93dbeb0%2540%253Creviews.spark.apache.org%253E
https://lists.apache.org/thread.html/rd9a960429741406f6557fa344a13d50a0c9976dac2e4c46bb54b32d7@%253Creviews.spark.apache.org%253E
https://lists.apache.org/thread.html/r81f82ab8ecb83568bafbecf9ce0e73be73980ac1e2af6baf0f344a59%2540%253Creviews.spark.apache.org%253E
https://lists.apache.org/thread.html/r8b2271909dabb45f0f1482ef35ffe106ae4b0cf8e877eb514e9cd421%2540%253Cissues.hbase.apache.org%253E
https://lists.apache.org/thread.html/r8b2271909dabb45f0f1482ef35ffe106ae4b0cf8e877eb514e9cd421@%253Cissues.hbase.apache.org%253E
https://lists.apache.org/thread.html/r46589f4228aabd5fb16135ff5bef0f77f06cdef64f9785ac3349fa02@%253Cnotifications.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/r769e1ba36c607772f7403e7ef2a8ae14d9ddcab4a844f9b28bcf7959%2540%253Cdev.kafka.apache.org%253E
https://lists.apache.org/thread.html/r4981622ba15e8be1657d30b7c85044c7aabe89751fa7324f8604b834%2540%253Cnotifications.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/r66456df852de06a0eed2c0a50252a2c8d360b8a5c005f63c0b1e3d25@%253Ccommits.kafka.apache.org%253E
https://lists.apache.org/thread.html/re86a6ba09dc74e709db843e3561ead923c8fd1cba32343656dd8c44b%2540%253Cnotifications.zookeeper.apache.org%253E
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https://www.oracle.com/security-alerts/cpuApr2021.html
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https://lists.apache.org/thread.html/r00858fe27ee35ac8fa0e1549d67e0efb789d63b791b5300390bd8480@%253Cjira.kafka.apache.org%253E
https://lists.apache.org/thread.html/rccc7ba8c51d662e13496df20466d27dbab54d7001e9e7b2f31468a9e%2540%253Cissues.hbase.apache.org%253E


Pony Mail!

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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CVE.report and Source URL Uptime Status status.cve.report

239471 Red Hat Update for OpenShift Container Platform 3.11 (RHSA-2021:2517)

239472 Red Hat Update for OpenShift Container Platform 4.6.36 (RHSA-2021:2499)

239473 Red Hat Update for OpenShift Container Platform 4.5.41 (RHSA-2021:2431)

6000267 Debian Security Update for jetty9 (DLA 3641-1)

750448 OpenSUSE Security Update for jetty-minimal (openSUSE-SU-2021:0012-1)

770073 Red Hat OpenShift Container Platform 4.6 Security Update (RHSA-2021:2499)

770075 Red Hat OpenShift Container Platform 4.5 Security Update (RHSA-2021:2431)

770115 Red Hat OpenShift Container Platform 4.5 Security Update (RHSA-2021-2431)

770123 Red Hat OpenShift Container Platform 4.6 Security Update (RHSA-2021-2499)

982094 Java (maven) Security Update for org.eclipse.jetty:jetty-server (GHSA-86wm-rrjm-8wh8)
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