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CVE CVE-2020-27221
State PUBLIC
Assigner security@eclipse.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-01-21 05:15:00 UTC
Updated 2021-03-02 21:09:00 UTC
Description In Eclipse Opend9 up to and including version 0.23, there is potential for a stack-based buffer overflow when the virtual mac

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Eclipse Openj9 All All All All

Reference Source Link Tags

569763 — (CVE-2020-27221) Stack buffer overflow CONFIRM bugs.eclipse.org Issue Tracking, Vendor Advisory
CVE Program record CVE.ORG WWW.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

330080 IBM AIX Java Multiple Vulnerabilities (java_mar2021_advisory)
375466 IBM CICS Transaction Gateway Multiple Vulnerabilities

375468 IBM WebSphere Application Server Multiple Vulnerabilities(6415639)
375650 IBM MQ Buffer Overflow Vulnerability (6453367)

375760 IBM DB2 Stack-Based Buffer Overflow Vulnerability (January 2021 CPU)
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375924 IBM Spectrum Protect Server Multiple Vulnerabilities (6442991)

730553 UrbanCode Deploy Arbitrary Code Execution Vulnerability (6485647)
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