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Summary

CVE CVE-2020-27223

State PUBLIC

Assigner security@eclipse.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-02-26 22:15:00 UTC

Updated 2023-11-07 03:20:00 UTC

Description In Eclipse Jetty 9.4.6.v20170531 to 9.4.36.v20210114 (inclusive), 10.0.0, and 11.0.0 when Jetty handles a request containing multiple Accept headers with a large number of “quality” (i.e. q) parameters, the server may enter a denial of service (DoS) state due to high CPU usage processing those quality values, resulting in minutes of CPU time exhausted processing those quality values.

Risk And Classification

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Nifi 1.13.0 All All All

Application Apache Solr 8.8.1 All All All

Application Apache Spark 3.1.1 - All All

Operating System Debian Debian Linux 10.0 All All All

Application Eclipse Jetty All All All All

Application Eclipse Jetty 10.0.0 - All All

Application Eclipse Jetty 11.0.0 - All All

Application Eclipse Jetty 9.4.36 - All All

Application Eclipse Jetty 9.4.36 20210114 All All

Application Eclipse Jetty 9.4.6 20170531 All All

Application Eclipse Jetty 9.4.6 20180619 All All

Application Eclipse Jetty All All All All

Application Eclipse Jetty 10.0.0 - All All

Application Eclipse Jetty 11.0.0 - All All

Application Eclipse Jetty 9.4.36 - All All

Application Eclipse Jetty 9.4.36 20210114 All All

Application Eclipse Jetty 9.4.6 20170531 All All
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Application Eclipse Jetty 9.4.6 20170531 All All

Application Eclipse Jetty 9.4.6 20180619 All All

Application Netapp E-series Santricity Os Controller All All All All

Application Netapp E-series Santricity Web Services - All All All

Application Netapp Element Plug-in For Vcenter Server - All All All

Application Netapp Hci - All All All

Application Netapp Hci Management Node - All All All

Application Netapp Management Services For Element Software - All All All

Application Netapp Snapcenter - All All All

Application Netapp Snapmanager - All All All

Application Netapp Snapmanager - All All All

Application Netapp Snap Creator Framework - All All All

Application Netapp Solidfire - All All All

Application Oracle Rest Data Services All All All All
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[solr-issues] 20210507 [jira] [Updated] (SOLR-15325) High security vulnerability in Jetty library bundled within Solr - CVE-2020-27223 (+1)
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[solr-issues] 20210623 [jira] [Updated] (SOLR-15325) High security vulnerability in Jetty library bundled within Solr - CVE-2020-27223 (+1)
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[solr-issues] 20210407 [jira] [Created] (SOLR-15325) High security vulnerability in Jetty library bundled within Solr - CVE-2020-27223 (+1)
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[solr-issues] 20210813 [jira] [Resolved] (SOLR-15325) High security vulnerability in Jetty library bundled within Solr - CVE-2020-27223 (+1)
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DOS vulnerability for Quoted Quality CSV headers · Advisory · eclipse/jetty.project · GitHub CONFIRM
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Oracle Critical Patch Update Advisory - April 2021 MISC
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https://lists.apache.org/thread.html/r0b639bd9bfaea265022125d18acd2fc6456044b76609ec74772c9567@%253Cissues.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/r2c2c7b2971360fb946bbf062c58d7245927dd1ce9150fc9987f65409%2540%253Cjira.kafka.apache.org%253E
https://lists.apache.org/thread.html/rd8e24a3e482e5984bc8c5492dc790413e4fdc1234e3debb94515796b@%253Cjira.kafka.apache.org%253E
https://lists.apache.org/thread.html/r0e25cdf3722a24c53049d37396f0da8502cb4b7cdc481650dc601dbc@%253Cgitbox.activemq.apache.org%253E
https://lists.apache.org/thread.html/rd8e24a3e482e5984bc8c5492dc790413e4fdc1234e3debb94515796b%2540%253Cjira.kafka.apache.org%253E
https://lists.apache.org/thread.html/r65c714241b9d064a44fec10d60ebf5a37d5ebadd6bf88b0eed13ade0%2540%253Cissues.solr.apache.org%253E
https://lists.apache.org/thread.html/r463b12b27264c5e1e3c48c8c2cc5d33813d2f0d981102548fb3102fb%2540%253Cissues.nifi.apache.org%253E
https://lists.apache.org/thread.html/r07aedcb1ece62969c406cb84c8f0e22cec7e42cdc272f3176e473320@%253Cusers.solr.apache.org%253E
https://lists.apache.org/thread.html/re03a4dbc15df6f390a2f8c0a071c31c8324dbef007e59fdc2592091a@%253Ccommits.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/rff630ce92a4d1bb494fc1a3f9b57a3d60819b436505bcd8c6ccc713c@%253Ccommits.kafka.apache.org%253E
https://lists.apache.org/thread.html/r8dc1b13b80d39fbf4a9d158850e15cd868f0460c2f364f13dca7050b%2540%253Cnotifications.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/r0e25cdf3722a24c53049d37396f0da8502cb4b7cdc481650dc601dbc%2540%253Cgitbox.activemq.apache.org%253E
https://lists.apache.org/thread.html/reca91f217f9e1ce607ce6e19a1c0b3db82b5b1b58cf39a84d6434695%2540%253Cnotifications.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/reca91f217f9e1ce607ce6e19a1c0b3db82b5b1b58cf39a84d6434695@%253Cnotifications.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/rd666e187ebea2fda8624683ab51e2a5ad2108f762d21bf1a383d7502@%253Creviews.spark.apache.org%253E
https://lists.apache.org/thread.html/ra40a88a2301a3da86e25b501ff4bc88124f2b816c2917d5f3497f8f0@%253Cnotifications.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/r1414ab2b3f4bb4c0e736caff6dc8d15f93f6264f0cca5c47710d7bb3%2540%253Creviews.spark.apache.org%253E
https://lists.apache.org/thread.html/re43768896273c0b5f1a03d7f0a9d370852074489d51825fdc0d77f0f%2540%253Cnotifications.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/ra47a26c008487b0a739a368c846e168de06c3cd118d31ecedafa679a@%253Cdev.kafka.apache.org%253E
https://github.com/eclipse/jetty.project/security/advisories/GHSA-m394-8rww-3jr7
https://lists.apache.org/thread.html/r7ffd050d3bd7c90d95f4933560b5f4f15971ab9a5f5322fdce116243%2540%253Cdev.lucene.apache.org%253E
https://lists.apache.org/thread.html/r7ffd050d3bd7c90d95f4933560b5f4f15971ab9a5f5322fdce116243@%253Cdev.lucene.apache.org%253E
https://lists.apache.org/thread.html/ra47a26c008487b0a739a368c846e168de06c3cd118d31ecedafa679a%2540%253Cdev.kafka.apache.org%253E
https://lists.apache.org/thread.html/rf6c2efa3137bc8c22707e550a1f9b80f74bca62b9c8a6f768f2c6b86@%253Cnotifications.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/r3ce0e31b25ad4ee8f7c42b62cfdc72d1b586f5d6accd23f5295b6dd1@%253Cdev.kafka.apache.org%253E
https://lists.apache.org/thread.html/r5b7cc6ac733e0b35816751cf45d152ae246a3f40e0b1e62b101c9522%2540%253Cdev.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/r3ce0e31b25ad4ee8f7c42b62cfdc72d1b586f5d6accd23f5295b6dd1%2540%253Cdev.kafka.apache.org%253E
https://lists.apache.org/thread.html/re03a4dbc15df6f390a2f8c0a071c31c8324dbef007e59fdc2592091a%2540%253Ccommits.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/r562a0cbc5c8cac4d000a27b2854a8ab1b924aa9dd45f8ffbea98e5ad@%253Cjira.kafka.apache.org%253E
https://lists.apache.org/thread.html/re43768896273c0b5f1a03d7f0a9d370852074489d51825fdc0d77f0f@%253Cnotifications.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/re19fa47ec901cc3cf6d7784027198e8113f8bc2dbfd6c9d6d13f5447@%253Cnotifications.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/r5b7cc6ac733e0b35816751cf45d152ae246a3f40e0b1e62b101c9522@%253Cdev.zookeeper.apache.org%253E
https://www.oracle.com/security-alerts/cpuApr2021.html
https://lists.apache.org/thread.html/r7f4ad5eec0bce2821c308bb23cac53df5c94eb84de1c58de9b95c176%2540%253Ccommits.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/r492cff8488a7f6eb96700afb5d137b719ddb80a833e77f971d2691c6@%253Cnotifications.zookeeper.apache.org%253E
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CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report

174838 SUSE Enterprise Linux Security update for jetty-minimal (SUSE-SU-2021:0940-1)

174857 SUSE Enterprise Linux Security update for jetty-minimal (SUSE-SU-2021:0940-1)

178738 Debian Security Update for jetty9 (DSA 4949-1)

239471 Red Hat Update for OpenShift Container Platform 3.11 (RHSA-2021:2517)

239472 Red Hat Update for OpenShift Container Platform 4.6.36 (RHSA-2021:2499)

239473 Red Hat Update for OpenShift Container Platform 4.5.41 (RHSA-2021:2431)

730040 Eclipse Jetty Denial of Service Vulnerability (Bug 571128)

770073 Red Hat OpenShift Container Platform 4.6 Security Update (RHSA-2021:2499)

770075 Red Hat OpenShift Container Platform 4.5 Security Update (RHSA-2021:2431)

770115 Red Hat OpenShift Container Platform 4.5 Security Update (RHSA-2021-2431)

770123 Red Hat OpenShift Container Platform 4.6 Security Update (RHSA-2021-2499)

980387 Java (maven) Security Update for org.eclipse.jetty:jetty-server (GHSA-m394-8rww-3jr7)

https://lists.apache.org/thread.html/r65c714241b9d064a44fec10d60ebf5a37d5ebadd6bf88b0eed13ade0@%253Cissues.solr.apache.org%253E
https://lists.apache.org/thread.html/r0c6eced465950743f3041b03767a32b2e98d19731bd72277fc7ea428@%253Ccommits.zookeeper.apache.org%253E
https://www.cve.org/CVERecord?id=CVE-2020-27223
https://nvd.nist.gov/vuln/detail/CVE-2020-27223
http://cve.report/qid/174838
http://cve.report/qid/174857
http://cve.report/qid/178738
http://cve.report/qid/239471
http://cve.report/qid/239472
http://cve.report/qid/239473
http://cve.report/qid/730040
http://cve.report/qid/770073
http://cve.report/qid/770075
http://cve.report/qid/770115
http://cve.report/qid/770123
http://cve.report/qid/980387
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report
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