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CVE CVE-2020-27223
State PUBLIC
Assigner security@eclipse.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-02-26 22:15:00 UTC
Updated 2023-11-07 03:20:00 UTC
Description In Eclipse Jetty 9.4.6.v20170531 to 9.4.36.v20210114 (inclusive), 10.0.0, and 11.0.0 when Jetty handles a request containi

/ |

1|

Risk And Classification

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor  Product Version  Update Edition Language
Application Apache  Nifi 1.13.0 All All All
Application Apache  Solr 8.8.1 All All All
Application Apache  Spark 3.1.1 - All All
Operating System Debian Debian Linux 10.0 All All All
Application Eclipse Jetty All All All All
Application Eclipse Jetty 10.0.0 - All All
Application Eclipse Jetty 11.0.0 - All All
Application Eclipse Jetty 9.4.36 - All All
Application Eclipse Jetty 9.4.36 20210114 All All
Application Eclipse  Jetty 9.4.6 20170531 All All
Application Eclipse Jetty 9.4.6 20180619 All All
Application Eclipse  Jetty All All All All
Application Eclipse Jetty 10.0.0 - All All
Application Eclipse  Jetty 11.0.0 - All All
Application Eclipse Jetty 9.4.36 - All All
Application Eclipse Jetty 9.4.36 20210114 All All
Application Eclipse Jetty 9.4.6 20170531 All All
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Application Eclipse Jetty 9.4.6 20180619 All All
Application Netapp E-series Santricity Os Controller All All All All
Application Netapp E-series Santricity Web Services - All All All
Application Netapp Element Plug-in For Vcenter Server - All All All
Application Netapp Hci - All All All
Application Netapp Hci Management Node - All All All
Application Netapp Management Services For Element Software - All All All
Application Netapp  Snapcenter - All All All
Application Netapp Snapmanager - All All All
Application Netapp ~ Snapmanager - All All All
Application Netapp Snap Creator Framework - All All All

Application Netapp  Solidfire - All All All

Application Oracle Rest Data Services All All All All
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571128 — (CVE-2020-27223) Jetty DOS vulnerability for Quoted Quality CSV headers
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[solr-issues] 20210507 [jira] [Updated] (SOLR-15325) High security vulnerability in Jetty library bundled within Solr - CVE-2020-27223 (+1)
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[solr-issues] 20210623 [jira] [Updated] (SOLR-15325) High security vulnerability in Jetty library bundled within Solr - CVE-2020-27223 (+1)
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[solr-issues] 20210407 [jira] [Created] (SOLR-15325) High security vulnerability in Jetty library bundled within Solr - CVE-2020-27223 (+1)
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[solr-issues] 20210813 [jira] [Resolved] (SOLR-15325) High security vulnerability in Jetty library bundled within Solr - CVE-2020-27223 (+1)
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

174838 SUSE Enterprise Linux Security update for jetty-minimal (SUSE-SU-2021:0940-1)
174857 SUSE Enterprise Linux Security update for jetty-minimal (SUSE-SU-2021:0940-1)
178738 Debian Security Update for jetty9 (DSA 4949-1)

239471 Red Hat Update for OpenShift Container Platform 3.11 (RHSA-2021:2517)
239472 Red Hat Update for OpenShift Container Platform 4.6.36 (RHSA-2021:2499)
239473 Red Hat Update for OpenShift Container Platform 4.5.41 (RHSA-2021:2431)
730040 Eclipse Jetty Denial of Service Vulnerability (Bug 571128)

770073 Red Hat OpenShift Container Platform 4.6 Security Update (RHSA-2021:2499)
770075 Red Hat OpenShift Container Platform 4.5 Security Update (RHSA-2021:2431)
770115 Red Hat OpenShift Container Platform 4.5 Security Update (RHSA-2021-2431)
770123 Red Hat OpenShift Container Platform 4.6 Security Update (RHSA-2021-2499)

980387 Java (maven) Security Update for org.eclipse.jetty:jetty-server (GHSA-m394-8rww-3jr7)

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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