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Summary

CVE CVE-2020-27266

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-01-19 22:15:00 UTC

Updated 2021-10-19 12:18:00 UTC

Description In SOOIL Developments Co., Ltd Diabecare RS, AnyDana-i and AnyDana-A, a client-side control vulnerability in the insulin pump and its AnyDana-i and AnyDana-A mobile applications allows physically proximate attackers to bypass user authentication checks via Bluetooth Low Energy.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Sooil Anydana-a - All All All

Hardware Sooil Anydana-a - All All All

Operating System Sooil Anydana-a Firmware All All All All

Operating System Sooil Anydana-a Firmware All All All All

Hardware Sooil Anydana-i - All All All

Hardware Sooil Anydana-i - All All All

Operating System Sooil Anydana-i Firmware All All All All

Operating System Sooil Anydana-i Firmware All All All All

Hardware Sooil Diabecare Rs - All All All

Hardware Sooil Diabecare Rs - All All All

Operating System Sooil Diabecare Rs Firmware All All All All

Operating System Sooil Diabecare Rs Firmware All All All All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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