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Summary

CVE CVE-2020-2732

State PUBLIC

Assigner secalert_us@oracle.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-04-08 22:15:00 UTC

Updated 2020-06-10 20:15:00 UTC

Description A flaw was discovered in the way that the KVM hypervisor handled instruction emulation for an L2 guest when nested virtualisation is enabled. Under some circumstances, an L2 guest may trick the L0 guest into accessing sensitive L1 resources that should be inaccessible to the L2 guest.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Redhat Enterprise Linux 7.0 All All All

Operating System Redhat Enterprise Linux 8.0 All All All

Operating System Redhat Enterprise Linux 7.0 All All All

Operating System Redhat Enterprise Linux 8.0 All All All

References

Reference Source

oss-security - CVE-2020-2732: Nested VMX vulnerability MISC

kernel/git/torvalds/linux.git - Linux kernel source tree MISC

linux.oracle.com | ELSA-2020-5542 MISC

linux.oracle.com | ELSA-2020-5540 MISC

[SECURITY] [DLA 2241-2] linux security update MLIST

kernel/git/torvalds/linux.git - Linux kernel source tree MISC

1805135 – (CVE-2020-2732) CVE-2020-2732 Kernel: kvm: nVMX: L2 guest may trick the L0 hypervisor to access sensitive L1 resources MISC

[FYI PATCH 0/3] CVE-2020-2732 — Linux KVM MISC

Debian -- Security Information -- DSA-4667-1 linux DEBIAN

[SECURITY] [DLA 2242-1] linux-4.9 security update MLIST

https://cve.report/
https://cve.report/CVE-2020-2732/mitre
https://cve.report/CVE-2020-2732/nist
https://cve.report/CVE-2020-2732/cve_org
https://cve.report/CVE-2020-2732.pdf
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
https://www.openwall.com/lists/oss-security/2020/02/25/3
https://git.kernel.org/linus/e71237d3ff1abf9f3388337cfebf53b96df2020d
https://linux.oracle.com/errata/ELSA-2020-5542.html
https://linux.oracle.com/errata/ELSA-2020-5540.html
https://lists.debian.org/debian-lts-announce/2020/06/msg00013.html
https://git.kernel.org/linus/35a571346a94fb93b5b3b6a599675ef3384bc75c
https://bugzilla.redhat.com/show_bug.cgi?id=1805135
https://www.spinics.net/lists/kvm/msg208259.html
https://www.debian.org/security/2020/dsa-4667
https://lists.debian.org/debian-lts-announce/2020/06/msg00012.html


[SECURITY] [DLA 2241-1] linux security update MLIST

kernel/git/torvalds/linux.git - Linux kernel source tree MISC

Debian -- Security Information -- DSA-4698-1 linux DEBIAN

linux.oracle.com | ELSA-2020-5543 MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report

377065 Alibaba Cloud Linux Security Update for cloud-kernel (ALINUX2-SA-2020:0113)

https://lists.debian.org/debian-lts-announce/2020/06/msg00011.html
https://git.kernel.org/linus/07721feee46b4b248402133228235318199b05ec
https://www.debian.org/security/2020/dsa-4698
https://linux.oracle.com/errata/ELSA-2020-5543.html
https://www.cve.org/CVERecord?id=CVE-2020-2732
https://nvd.nist.gov/vuln/detail/CVE-2020-2732
http://cve.report/qid/377065
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2020-2732
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


