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CVE CVE-2020-27402
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-11-05 15:15:00 UTC
Updated 2021-06-17 18:01:00 UTC
Description The HK1 Box S905X3 TV Box contains a vulnerability that allows a local unprivileged user to escalate to root using the /sys
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Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Hidotech Hk1 Box S905x3 - All All All
Hardware Hidotech Hk1 Box S905x3 - All All All
Operating System  Hidotech ~ Hk1 Box S905x3 Firmware  hk1_x3 s905x3_4bit vi1 2019-11-05 Al All All
Operating System  Hidotech Hk1 Box S905x3 Firmware  hk1_x3_s905x3_4bit_v11_2019-11-05 All All All
Hardware Hindotech  Hk1 Box S905x3 - All All All
Operating System  Hindotech ~ Hk1 Box S905x3 Firmware  hk1_x3_s905x3_4bit_v11_2019-11-05 All All All
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security/SICK-2020-004.md at master - sickcodes/security - GitHub

Privilege escalation in Hindotech HK1 Box S905X3 TV Box

SICK-2020-004 - Hindotech HK1 TV Box - Root Privilege Escalation - Improper Access Control - Sick Codes - Linux, NetSec, VPS, Arch, Deb
Authentication Bug Opens Android Smart-TV Box to Data Theft | Threatpost
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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