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Summary

CVE CVE-2020-27403

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-11-10 18:15:00 UTC

Updated 2021-07-21 11:39:00 UTC

Description A vulnerability in the TCL Android Smart TV series V8-R851T02-LF1 V295 and below and V8-T658T01-LF1 V373 and below by TCL Technology Group Corporation allows an attacker on the adjacent network to arbitrarily browse and download sensitive files over an insecure web server running on port 7989 that lists all files & directories. An unprivileged remote attacker on the adjacent network, can download most system files, leading to serious critical information disclosure. Also, some TV models and/or FW versions may expose the webserver with the entire filesystem accessible on another port. For example, nmap scan for all ports run directly from the TV model U43P6046 (Android 8.0) showed port 7983 not mentioned in the original CVE description, but containing the same directory listing of the entire filesystem. This webserver is bound (at least) to localhost interface and accessible freely to all unprivileged installed apps on the Android such as a regular web browser. Any app can therefore read any files of any other apps including Android system settings including sensitive data such as saved passwords, private keys etc.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Tcl 32s330 - All All All

Hardware Tcl 32s330 - All All All

Operating System Tcl 32s330 Firmware All All All All

Operating System Tcl 32s330 Firmware All All All All

Hardware Tcl 40s330 - All All All

Hardware Tcl 40s330 - All All All

Operating System Tcl 40s330 Firmware All All All All

Operating System Tcl 40s330 Firmware All All All All

Hardware Tcl 43s434 - All All All

Hardware Tcl 43s434 - All All All

Operating System Tcl 43s434 Firmware All All All All

Operating System Tcl 43s434 Firmware All All All All

Hardware Tcl 50s434 - All All All

Hardware Tcl 50s434 - All All All

Operating System Tcl 50s434 Firmware All All All All

Operating System Tcl 50s434 Firmware All All All All

Hardware Tcl 55s434 - All All All
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Hardware Tcl 55s434 - All All All

Hardware Tcl 55s434 - All All All

Operating System Tcl 55s434 Firmware All All All All

Operating System Tcl 55s434 Firmware All All All All

Hardware Tcl 65s434 - All All All

Hardware Tcl 65s434 - All All All

Operating System Tcl 65s434 Firmware All All All All

Operating System Tcl 65s434 Firmware All All All All

Hardware Tcl 75s434 - All All All

Hardware Tcl 75s434 - All All All

Operating System Tcl 75s434 Firmware All All All All

Operating System Tcl 75s434 Firmware All All All All
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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