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Summary

CVE CVE-2020-27488

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-01-13 20:15:00 UTC

Updated 2021-01-21 16:58:00 UTC

Description Loxone Miniserver devices with firmware before 11.1 (aka 11.1.9.3) are unable to use an authentication method that is based on the "signature of the update package." Therefore, these devices (or attackers who are spoofing these devices) can continue to use an unauthenticated cloud service for an indeterminate time period (possibly forever). Once an individual device's firmware is updated, and authentication occurs once, the cloud service recategorizes the device so that authentication is subsequently always required, and spoofing cannot occur.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Loxone Miniserver Gen 1 - All All All

Hardware Loxone Miniserver Gen 1 - All All All

Operating System Loxone Miniserver Gen 1 Firmware All All All All

Operating System Loxone Miniserver Gen 1 Firmware All All All All

References

Reference Source Link Tags

Advisory - Schwachstelle im Loxone Cloud DNS MISC iot-lab-fh-ooe.github.io Exploit, Third Party Advisory

Advisory - Loxone Cloud DNS Vulnerability MISC iot-lab-fh-ooe.github.io Exploit, Third Party Advisory

Security Improvements for Loxone Cloud DNS - Loxone Blog MISC www.loxone.com Vendor Advisory

Sicherheitsverbesserungen am Loxone Cloud DNS - Loxone Blog MISC www.loxone.com Product, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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