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Summary

CVE CVE-2020-27523

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-11-11 15:15:00 UTC

Updated 2021-07-21 11:39:00 UTC

Description Solstice-Pod up to 5.0.2 WEBRTC server mishandles the format-string specifiers %x; %p; %c and %s in the screen_key, display_name, browser_name, and operation_system parameter during the authentication process. This may crash the server and force Solstice-Pod to reboot, which leads to a denial of service.

Risk And Classification

Problem Types: CWE-134

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Mersive Solstice Pod - All All All

Hardware Mersive Solstice Pod - All All All

Operating System Mersive Solstice Pod Firmware All All All All

References

Reference Source Link

Mersive Soltice-Pod Format-String Specifiers DoS Vulnerability - YouTube MISC www.youtube.com

Gen2i Pod Specs MISC documentation.mersive.com

Kevin2600 auf Twitter: "Mersive Soltice-Pod Format-String Specifiers DoS Vulnerability https://t.co/0ZGhdnMJDH" MISC twitter.com

Tiger-Team-1337: Solstice-Pod - Critical Unauthenticated Remote DoS Vulnerability MISC tiger-team-1337.blogspot.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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