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CVE-2020-2754

MITRE NVD CVE.ORG Print: PDF %5

CVE-2020-2754

PUBLIC

secalert_us@oracle.com

CVE Program / NVD first with legacy fallback
2020-04-15 14:15:00 UTC

2023-11-07 03:21:00 UTC

Vulnerability in the Java SE, Java SE Embedded product of Oracle Java SE (component: Scripting). Supported versions th:

1|

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 18.04 All All All
Canonical Ubuntu Linux 19.10 All All All
Debian Debian Linux 10.0 All All All
Debian Debian Linux 9.0 All All All
Fedoraproject Fedora 30 All All All
Fedoraproject Fedora 31 All All All
Fedoraproject Fedora 32 All All All
Mcafee Epolicy Orchestrator 5.10.0 - All All
Mcafee Epolicy Orchestrator 5.10.0 update_1 All All
Mcafee Epolicy Orchestrator 5.10.0 update_2 All All
Mcafee Epolicy Orchestrator 5.10.0 update_3 All All
Mcafee Epolicy Orchestrator 5.10.0 update_4 All All
Mcafee Epolicy Orchestrator 5.10.0 update_5 All All
Mcafee Epolicy Orchestrator 5.10.0 update_6 All All
Mcafee Epolicy Orchestrator 5.10.0 update_7 All All
Mcafee Epolicy Orchestrator 5.10.0 update 8 All All


https://cve.report/
https://cve.report/CVE-2020-2754/mitre
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Mcafee
Mcafee
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Opensuse
Opensuse
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle

Oracle

Epolicy Orchestrator
Epolicy Orchestrator
Active Ig Unified Manager
Active Ig Unified Manager
Active Ig Unified Manager
Active Ig Unified Manager
E-series Santricity Os Controller
Snapmanager
Snapmanager
Snapmanager
Snapmanager
Storagegrid

Storagegrid
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Leap

Leap
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References

Reference

[SECURITY] Fedora 30 Update: java-1.8.0-openjdk-1.8.0.252.b09-0.fc30 - package-announce - Fedora Mailing-Lists
[security-announce] openSUSE-SU-2020:0800-1: important: Security update

[SECURITY] Fedora 31 Update: java-1.8.0-openjdk-1.8.0.252.b09-0.fc31 - package-announce - Fedora Mailing-Lists
Debian -- Security Information -- DSA-4662-1 openjdk-11

Oracle Critical Patch Update Advisory - April 2020

[SECURITY] Fedora 31 Update: java-1.8.0-openjdk-1.8.0.252.b09-0.fc31 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 30 Update: java-1.8.0-openjdk-1.8.0.252.b09-0.fc30 - package-announce - Fedora Mailing-Lists
April 2020 Java Platform Standard Edition Vulnerabilities in NetApp Products | NetApp Product Security

Debian -- Security Information -- DSA-4668-1 openjdk-8

[security-announce] openSUSE-SU-2020:0757-1: important: Security update

USN-4337-1: OpendDK vulnerabilities | Ubuntu security notices

[SECURITY] Fedora 32 Update: java-1.8.0-openjdk-1.8.0.252.b09-0.fc32 - package-announce - Fedora Mailing-Lists
[security-announce] openSUSE-SU-2020:0841-1: important: Security update

McAfee Security Bulletin - ePolicy Orchestrator update addresses multiple vulnerabilities (CVE-2020-7317, CVE-2020-7318, CVE-2020-1393¢
[SECURITY] Fedora 32 Update: java-1.8.0-openjdk-1.8.0.252.b09-0.fc32 - package-announce - Fedora Mailing-Lists
CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

| Legacy QID Mappings

20283 Oracle Database 19c Critical OJVM Patch Update - April 2020

20291 Oracle Database 18c Critical OJVM Patch Update - April 2020

355825 Amazon Linux Security Advisory for java-1.8.0-openjdk : ALAS-2023-1809

373382 Azul Zing Multiple Vulnerabilities(java_apr2020_advisory)

375285 EulerOS Security Update for java-1.8.0-openjdk (EulerOS-SA-2021-1310)

375626 IBM Cognos Analytics Multiple Vulnerabilities (6451705)

375812 Azul Java Multiple Vulnerabilities Security Update April 2020

375981 Amazon Corretto Critical Patch Update (APR2020)

377187 Alibaba Cloud Linux Security Update for java-1.8.0-openjdk (ALINUX2-SA-2020:0090)

377220 Alibaba Cloud Linux Security Update for java-11-openjdk (ALINUX2-SA-2020:0091)



https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/CKAV6KFFAEANXAN73AFTGU7Z6YNRWCXQ/
http://lists.opensuse.org/opensuse-security-announce/2020-06/msg00023.html
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/NYHHHZRHXCBGRHGE5UP7UEB4IZ2QX536/
https://www.debian.org/security/2020/dsa-4662
https://www.oracle.com/security-alerts/cpuapr2020.html
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/NYHHHZRHXCBGRHGE5UP7UEB4IZ2QX536/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/CKAV6KFFAEANXAN73AFTGU7Z6YNRWCXQ/
https://security.netapp.com/advisory/ntap-20200416-0004/
https://www.debian.org/security/2020/dsa-4668
http://lists.opensuse.org/opensuse-security-announce/2020-06/msg00000.html
https://usn.ubuntu.com/4337-1/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/L7VHC4EW36KZEIDQ56RPCWBZCQELFFKN/
http://lists.opensuse.org/opensuse-security-announce/2020-06/msg00048.html
https://kc.mcafee.com/corporate/index?page=content&id=SB10332
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/L7VHC4EW36KZEIDQ56RPCWBZCQELFFKN/
https://www.cve.org/CVERecord?id=CVE-2020-2754
https://nvd.nist.gov/vuln/detail/CVE-2020-2754
http://cve.report/qid/20283
http://cve.report/qid/20291
http://cve.report/qid/355825
http://cve.report/qid/373382
http://cve.report/qid/375285
http://cve.report/qid/375626
http://cve.report/qid/375812
http://cve.report/qid/375981
http://cve.report/qid/377187
http://cve.report/qid/377220

5011083 Alpine Linux Security Update for openjdk8

501204 Alpine Linux Security Update for openjdki1
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