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CVE CVE-2020-27589
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-11-06 14:15:00 UTC
Updated 2020-11-20 15:55:00 UTC
Description Synopsys hub-rest-api-python (aka blackduck on PyPl) version 0.0.25 - 0.0.52 does not validate SSL certificates in certain |

/

Risk And Classification

Problem Types: CWE-295

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Synopsys Hub-rest-api-python All All All All
Reference

GitHub - blackducksoftware/hub-rest-api-python: HUB REST API Python bindings

blackduck - PyPI

fixed use of hard-coded values for the verify parameter being supplied to requests calls by gsnyder2007 - Pull Request #113 - blackducksoftw:
SIG Customer Community

Certificate Validation Disabled in Black Duck APl Wrapper | Optiv

CVE Program record

NVD vulnerability detail

/ |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

982735 Python (pip) Security Update for blackduck (GHSA-f248-v4qgh-x2r6)
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