
CVE-2020-27615
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2020-27615

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-10-21 21:15:00 UTC

Updated 2020-10-23 16:46:00 UTC

Description The Loginizer plugin before 1.6.4 for WordPress allows SQL injection (with resultant XSS), related to loginizer_login_failed and lz_valid_ip.

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Loginizer Loginizer All All All All

Application Loginizer Loginizer All All All All

References

Reference Source Link Tags

Loginizer before 1.6.4 SQLi injection – WP deeply MISC wpdeeply.com Exploit, Third Party Advisory

403 Forbidden MISC plugins.trac.wordpress.org Patch, Third Party Advisory

WordPress deploys forced security update for dangerous bug in popular plugin | ZDNet MISC www.zdnet.com Third Party Advisory

Loginizer < 1.6.4 - Unauthenticated SQL Injection MISC wpscan.com Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

730128 WordPress Loginizer Plugin Unauthenticated SQL Injection And XSS Vulnerability
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