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State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-10-22 03:16:00 UTC
Updated 2024-02-03 07:15:00 UTC
Description In Python 3 through 3.9.0, the Lib/test/multibytecodec_support.py CJK codec tests call eval() on content retrieved via HTTF
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Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update
Operating System  Fedoraproject Fedora 33 All
Operating System Fedoraproject Fedora 34 All
Application Oracle Communications Cloud Native Core Network Function Cloud Native Environment  22.2.0 All
Application Python Python All All
Application Python Python 3.9.0 -
Application Python Python 3.9.0 All
Application Python Python 3.9.0 -
Application Python Python All All
Application Python Python All All
Application Python Python All All
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Reference
[SECURITY] Fedora 33 Update: python2.7-2.7.18-11.fc33 - package-announce - Fedora Mailing-Lists

Issue 41944: [security] Python testsuite calls eval() on content received via HTTP - Python tracker

bpo-41944: No longer call eval() on content received via HTTP in the ... - python/cpython@6c¢6¢c256 - GitHub

[SECURITY1 Fedora 33 Undate: nvthon2.7-2.7.18-11.fc33 - packaae-announce - Fedora Mailina-Lists
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http://cve.report/software/python/python
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http://cve.report/software/python/python
http://cve.report/vendor/python
http://cve.report/software/python/python
http://cve.report/vendor/python
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http://cve.report/vendor/python
http://cve.report/software/python/python
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/SGIY6I4YS3WOXAK4SXKIEOC2G4VZKIR7/
https://bugs.python.org/issue41944
https://github.com/python/cpython/commit/6c6c256df3636ff6f6136820afaefa5a10a3ac33
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/SGIY6I4YS3WOXAK4SXKIEOC2G4VZKIR7/
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bpo-41944: No longer call eval() on content received via HTTP in the ... - python/cpython@e912e94 - GitHub

[bookkeeper-issues] 20210628 [GitHub] [bookkeeper] padma81 opened a new issue #2746: Security Vulnerabilities in CentOS 7 image, Upgr:
Pony Mail!

Pony Mail!

CVE-2020-27619 Python Vulnerability in NetApp Products | NetApp Product Security

[SECURITY] Fedora 34 Update: python2.7-2.7.18-11.fc34 - package-announce - Fedora Mailing-Lists

bpo-41944: No longer call eval() on content received via HTTP in the ... - python/cpython@b664a1d - GitHub

Pony Mail!

bpo-41944: No longer call eval() on content received via HTTP in the ... - python/cpython@43e5231 - GitHub

[bookkeeper-issues] 20210629 [GitHub] [bookkeeper] padma81 opened a new issue #2746: Security Vulnerabilities in CentOS 7 image, Upgr:
[SECURITY] Fedora 34 Update: python2.7-2.7.18-11.fc34 - package-announce - Fedora Mailing-Lists

GNAT Ada Suite: Remote Code Execution (GLSA 202402-04) — Gentoo security

bpo-41944: No longer call eval() on content received via HTTP in the ... - python/cpython@2ef5caa - GitHub

[mina-dev] 20210225 [jira] [Created] (FTPSERVER-500) Security vulnerability in common/lib/log4j-1.2.17 jar

Oracle Critical Patch Update Advisory - July 2022

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

| Legacy QID Mappings

159200 Oracle Enterprise Linux Security Update for python3 (ELSA-2021-1633)

159463 Oracle Enterprise Linux Security Update for python27:2.7 (ELSA-2021-4151)

198293 Ubuntu Security Notification for Python2.7, Python3.7, Python3.8 Vulnerabilities (USN-4754-3)
239323 Red Hat Update for python3 (RHSA-2021:1633)

239580 Red Hat Update for rh-python38 (RHSA-2021:3254)

239582 Red Hat Update for python27 (RHSA-2021:3252)

239826 Red Hat Update for python27:2.7 (RHSA-2021:4151)

281120 Fedora Security Update for python2.7 (FEDORA-2021-12df7f7382)

281121 Fedora Security Update for python2.7 (FEDORA-2021-98720f3785)

352384 Amazon Linux Security Advisory for python3: ALAS2-2021-1670

353942 Amazon Linux Security Advisory for python : ALAS2-2022-1802



https://github.com/python/cpython/commit/e912e945f2960029d039d3390ea08835ad39374b
https://lists.apache.org/thread.html/rf4c02775860db415b4955778a131c2795223f61cb8c6a450893651e4%2540%253Cissues.bookkeeper.apache.org%253E
https://lists.apache.org/thread.html/rf9fa47ab66495c78bb4120b0754dd9531ca2ff0430f6685ac9b07772@%253Cdev.mina.apache.org%253E
https://lists.apache.org/thread.html/r58af02e294bd07f487e2c64ffc0a29b837db5600e33b6e698b9d696b@%253Cissues.bookkeeper.apache.org%253E
https://security.netapp.com/advisory/ntap-20201123-0004/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/RSLQD5CCM75IZGAMBDGUZEATYU5YSGJ7/
https://github.com/python/cpython/commit/b664a1df4ee71d3760ab937653b10997081b1794
https://lists.apache.org/thread.html/rf4c02775860db415b4955778a131c2795223f61cb8c6a450893651e4@%253Cissues.bookkeeper.apache.org%253E
https://github.com/python/cpython/commit/43e523103886af66d6c27cd72431b5d9d14cd2a9
https://lists.apache.org/thread.html/r58af02e294bd07f487e2c64ffc0a29b837db5600e33b6e698b9d696b%2540%253Cissues.bookkeeper.apache.org%253E
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/RSLQD5CCM75IZGAMBDGUZEATYU5YSGJ7/
https://security.gentoo.org/glsa/202402-04
https://github.com/python/cpython/commit/2ef5caa58febc8968e670e39e3d37cf8eef3cab8
https://lists.apache.org/thread.html/rf9fa47ab66495c78bb4120b0754dd9531ca2ff0430f6685ac9b07772%2540%253Cdev.mina.apache.org%253E
https://www.oracle.com/security-alerts/cpujul2022.html
https://www.cve.org/CVERecord?id=CVE-2020-27619
https://nvd.nist.gov/vuln/detail/CVE-2020-27619
http://cve.report/qid/159200
http://cve.report/qid/159463
http://cve.report/qid/198293
http://cve.report/qid/239323
http://cve.report/qid/239580
http://cve.report/qid/239582
http://cve.report/qid/239826
http://cve.report/qid/281120
http://cve.report/qid/281121
http://cve.report/qid/352384
http://cve.report/qid/353942

353955 Amazon Linux Security Advisory for python27 : ALAS-2022-1593

356244 Amazon Linux Security Advisory for python38 : ALASPYTHONS.8-2023-009

356421 Amazon Linux Security Advisory for python3 : ALAS2-2023-2317

375320 Python 3 Denial of Service (DoS) Vulnerability

376090 IBM Cognos Analytics Multiple Vulnerabilities (6491661)

377387 Alibaba Cloud Linux Security Update for python3 (ALINUX3-SA-2021:0080)

670921 EulerOS Security Update for python2 (EulerOS-SA-2020-2527)

750013 SUSE Enterprise Linux Security Update for python3 (SUSE-SU-2021:1621-1)

750463 OpenSUSE Security Update for python3 (openSUSE-SU-2020:2333-1)

750464 OpenSUSE Security Update for python3 (openSUSE-SU-2020:2332-1)

900021 CBL-Mariner Linux Security Update for python3 3.7.9

903095 Common Base Linux Mariner (CBL-Mariner) Security Update for python3 (3516)

940187 AlmaLinux Security Update for python3 (ALSA-2021:1633)

940522 AlmalLinux Security Update for python27:2.7 (ALSA-2021:4151)

940526 AlmalLinux Security Update for python38:3.8 and python38-devel:3.8 (ALSA-2021:4162)

960320 Rocky Linux Security Update for python27:2.7 (RLSA-2021:4151)

960342 Rocky Linux Security Update for python38:3.8 and python38-devel:3.8 (RLSA-2021:4162)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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