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An issue was discovered on Western Digital My Cloud NAS devices before 5.04.114. They allow remote code execution wit

| 1|

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type

Hardware
Hardware
Hardware

Hardware

Hardware
Hardware
Hardware
Hardware

Hardware

Hardware

Operating System

Operating System

Vendor Product Version Update Edition Language
Westerndigital My Cloud Ex2 Ultra - All All All
Westerndigital My Cloud Ex2 Ultra - All All All
Westerndigital My Cloud Ex4100 - All All All
Westerndigital My Cloud Ex4100 - All All All
Westerndigital My Cloud Firmware All All All All
Westerndigital My Cloud Firmware All All All All
Westerndigital My Cloud Mirror Gen2 - All All All
Westerndigital My Cloud Mirror Gen2 - All All All
Westerndigital My Cloud Pr2100 - All All All
Westerndigital My Cloud Pr2100 - All All All
Westerndigital My Cloud Pr4100 - All All All
Westerndigital My Cloud Pr4100 - All All All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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