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Summary

CVE CVE-2020-27781

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-12-18 21:15:00 UTC

Updated 2023-11-07 03:21:00 UTC

Description User credentials can be manipulated and stolen by Native CephFS consumers of OpenStack Manila, resulting in potential privilege escalation. An Open Stack Manila user can request access to a share to an arbitrary cephx user, including existing users. The access key is retrieved via the interface drivers. Then, all users of the requesting OpenStack project can view the access key. This enables the attacker to target any resource that the user has access to. This can be done to even "admin" users, compromising the ceph administrator. This flaw affects Ceph versions prior to 14.2.16, 15.x prior to 15.2.8, and 16.x prior to 16.2.0.

Risk And Classification

Problem Types: CWE-522

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 33 All All All

Application Redhat Ceph All All All All

Application Redhat Ceph All All All All

Application Redhat Ceph Storage 2.0 All All All

Application Redhat Ceph Storage 3.0 All All All

Application Redhat Ceph Storage 4.0 All All All

Application Redhat Ceph Storage 2.0 All All All

Application Redhat Ceph Storage 3.0 All All All

Application Redhat Ceph Storage 4.0 All All All

Application Redhat Openshift Container Platform 4.0 All All All

Application Redhat Openshift Container Platform 4.0 All All All

Application Redhat Openstack Platform 13.0 All All All

Application Redhat Openstack Platform 13.0 All All All
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Ceph: Multiple vulnerabilities (GLSA 202105-39) — Gentoo security
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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