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Certain versions of Openshift Container Platform from Redhat contain
the following vulnerability:

A Zip Slip vulnerability was found in the oc binary in openshift-clients
where an arbitrary file write is achieved by using a specially crafted raw
container image (.tar file) which contains symbolic links. The
vulnerability is limited to the command `oc image extract`. If a symbolic
link is first created pointing within the tarball, this allows further

symbolic links to bypass the existing path check. This flaw allows the tarball to create links
outside the tarball's parent directory, allowing for executables or configuration files to be
overwritten, resulting in arbitrary code execution. The highest threat from this vulnerability is to
confidentiality, integrity, as well as system availability. Versions up to and including openshift-
clients-4.7.0-202104250659.p0.git.95881af are affected.
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CVSS2 Score: 4.6 - MEDIUM
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CVE-2020-27833 has been assigned by  secalert@redhat.com to track the vulnerability - currently rated as HIGH  severity.
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CVE References

Description Tags Link

1905945 – (CVE-2020-27833) CVE-2020-27833 openshift/oc: zip slip -
arbitrary file write vulnerability / arbitrary code execution using a specially
crafted container image

bugzilla.redhat.com

text/html

 MISC
bugzilla.redhat.com/show_bug.cgi?
id=1905945

Red Hat Customer Portal - Access to 24x7 support and knowledge access.redhat.com

text/html

 CONFIRM
access.redhat.com/security/cve/CVE-
2020-27833

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Exploit/POC from Github

PoC for exploiting CVE-2020-27833

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Redhat Openshift Container Platform All All All All

No vendor comments have been submitted for this CVE
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