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CVE CVE-2020-27955

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2020-11-05 15:15:00 UTC

Updated 2021-12-16 20:35:00 UTC

Description Git LFS 2.12.0 allows Remote Code Execution.

Risk And Classification

Problem Types: CWE-427

Type Vendor Product Version Update Edition
Application Git Large File Storage Project Git Large File Storage 2.12.0 All All
Application Git Large File Storage Project Git Large File Storage 2.12.0 All All

NVD Known Affected Configurations (CPE 2.3)

Language
All

All

Link
packetstormsecurity
github.com
legalhackers.com
legalhackers.com
exploitbox.io
seclists.org
packetstormsecurity

WWwWWw.Cve.org

Reference Source
Git git-Ifs Remote Code Execution =~ Packet Storm MISC
Releases - git-Ifs/git-Ifs - GitHub MISC
Git-LFS-RCE-Exploit-CVE-2020-27955-for-safety MISC
Legal/ethical hacking. Information security. MISC
ExploitBox.io - A playground & labs For Hackers, Oday Bug Hunters, Pentesters, Security Researchers MISC

Full Disclosure: Git LFS (git-Ifs) - Remote Code Execution (RCE) exploit CVE-2020-27955 - Clone to Pwn  FULLDISC
git-Ifs Remote Code Execution = Packet Storm MISC
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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