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Summary

CVE CVE-2020-28002

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-11-02 21:15:00 UTC

Updated 2020-11-17 18:01:00 UTC

Description In SonarQube 8.4.2.36762, an external attacker can achieve authentication bypass through SonarScanner. With an empty value for the -D sonar.login option, anonymous authentication is forced. This allows creating and overwriting public and private projects via the /api/ce/submit endpoint.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sonarsource Sonarqube 8.4.2.36762 All All All

Application Sonarsource Sonarqube 8.4.2.36762 All All All

References

Reference Source Link Tags

SonarQube – Auditando al Auditor – Parte II – CSL MISC csl.com.co Exploit, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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