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CVE CVE-2020-28030
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-11-02 21:15:00 UTC
Updated 2023-11-07 03:21:00 UTC
Description In Wireshark 3.2.0 to 3.2.7, the GQUIC dissector could crash. This was addressed in epan/dissectors/packet-gquic.c by cor
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Risk And Classification

Problem Types: CWE-682 | CWE-770 | CWE-835

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 9.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Operating System Fedoraproject Fedora 32 All All All
Operating System Fedoraproject Fedora 33 All All All
Operating System Fedoraproject Fedora 32 All All All
Operating System Fedoraproject Fedora 33 All All All
Application Wireshark Wireshark All All All All
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[SECURITY] [DLA 2547-1] wireshark security update

Wireshark - wnpa-sec-2020-15 - GQUIC dissector crash
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GQUIC: make sure our tag offset advances. (b287e716) - Commits - Wireshark Foundation / wireshark - GitLab MISC gitlab.cc

CVE Program record CVE.ORG www.cv

NVD vulnerability detail NVD nvd.nist.

-l

4] |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

178650 Debian Security Update for wireshark (DLA 2547-1)

501329 Alpine Linux Security Update for wireshark

501715 Alpine Linux Security Update for wireshark

750535 OpenSUSE Security Update for wireshark (openSUSE-SU-2020:2107-1)

750543 OpenSUSE Security Update for wireshark (openSUSE-SU-2020:2076-1)
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