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CVE CVE-2020-28032
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-11-02 21:15:00 UTC
Updated 2023-11-07 03:21:00 UTC
Description WordPress before 5.5.2 mishandles deserialization requests in wp-includes/Requests/Utility/Filteredlterator.php.

Risk And Classification

Problem Types: CWE-502

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Fedoraproject Fedora 31 All All All

Operating System Fedoraproject Fedora 32 All All All

Operating System Fedoraproject Fedora 33 All All All

Application Wordpress Wordpress All All All All

Application Wordpress Wordpress All All All All

Reference Source Link
[SECURITY] [DLA 2429-1] wordpress security update MLIST lists.
[SECURITY] Fedora 31 Update: wordpress-5.5.3-1.fc31 - package-announce - Fedora Mailing-Lists lists.
[SECURITY] Fedora 33 Update: wordpress-5.5.3-1.fc33 - package-announce - Fedora Mailing-Lists lists.
Debian -- Security Information -- DSA-4784-1 wordpress DEBIAN wwy
[SECURITY] Fedora 32 Update: wordpress-5.5.3-1.fc32 - package-announce - Fedora Mailing-Lists FEDORA lists.
[SECURITY] Fedora 32 Update: wordpress-5.5.3-1.fc32 - package-announce - Fedora Mailing-Lists lists.
WordPress < 5.5.2 - Hardening Deserialization Requests Security Vulnerability MISC wps!
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http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
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http://cve.report/vendor/wordpress
http://cve.report/software/wordpress/wordpress
http://cve.report/vendor/wordpress
http://cve.report/software/wordpress/wordpress
https://lists.debian.org/debian-lts-announce/2020/11/msg00004.html
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/VAVVYJKA2I6CRQUINECDPBGWMQDEG244/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/VUXVUAKL2HL4QYJEPHBNVQQWRMFMII2Y/
https://www.debian.org/security/2020/dsa-4784
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/CHHVNK2WYAM3ZTCXTFSEIT56IKLVJHU3/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/CHHVNK2WYAM3ZTCXTFSEIT56IKLVJHU3/
https://wpscan.com/vulnerability/10446
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News — WordPress 5.5.2 Security and Maintenance Release — WordPress.org MISC WOrc
[SECURITY] Fedora 33 Update: wordpress-5.5.3-1.fc33 - package-announce - Fedora Mailing-Lists FEDORA lists.
[SECURITY] Fedora 31 Update: wordpress-5.5.3-1.fc31 - package-announce - Fedora Mailing-Lists FEDORA lists.
CVE Program record CVE.ORG wwv
NVD vulnerability detail NVD nvd.
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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