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cssamvnneLrriumsucian  Gertain versions of Debian Linux from Debian contain the foIIowing
: vulnerability:

is_blog_installed in wp-includes/functions.php in WordPress before
5.5.2 improperly determines whether WordPress is already installed,
which might allow an attacker to perform a new installation, leading to
remote code execution (as well as a denial of service for the old
installation).

CVE-2020-28037 has been assigned by [¥] cve@mitre.org to track the vulnerability - currently rated as severity.

CVSS3 Score: 9.8- CRITICAL

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [NONE_ [NONE
Scope Confidentiality Integrity Availability
Impact Impact Impact
[ HIGH | [ HIGH | [ HIGH |
CVSS2 Score: 7.5-HIGH
Access Access Authentication
Vector Complexity
Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link
[SECURITY] [DLA 2429-1] wordpress (@ MLIST [debian-lts-announce] 20201103 [SECURITY] [DLA
security update 2429-1] wordpress security update

text/html


https://cve.report/
https://cve.report/CVE-2020-28037/mitre
https://cve.report/CVE-2020-28037/nist
https://cve.report/CVE-2020-28037/cve_org
https://cve.report/CVE-2020-28037.pdf
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://lists.debian.org/debian-lts-announce/2020/11/msg00004.html

Upgrade/install: Improve logic check when
determining installation st... -

WordPress/wordpress-develop@2cai5di -

GitHub

WordPress < 5.5.2 - Unauthenticated DoS
Attack to RCE Security Vulnerability

Debian -- Security Information -- DSA-
4784-1 wordpress

[SECURITY] Fedora 32 Update:
wordpress-5.5.3-1.fc32 - package-
announce - Fedora Mailing-Lists

News — WordPress 5.5.2 Security and
Maintenance Release — WordPress.org

[SECURITY] Fedora 33 Update:
wordpress-5.5.3-1.fc33 - package-
announce - Fedora Mailing-Lists

[SECURITY] Fedora 31 Update:
wordpress-5.5.3-1.fc31 - package-
announce - Fedora Mailing-Lists

Third Party Advisory

text/html

Depreciated Link

lists.fedoraproject.org
text/html

Release Notes
Vendor Advisory
wordpress.org
text/html

lists.fedoraproject.org

text/html

lists.fedoraproject.org
text/html

) MISC github.com/WordPress/wordpress-
develop/commit/2cal15d1e5ce70493c5c0c096ca0c76503d6dal7c

€ MISC wpscan.com/vulnerability/10450

(© DEBIAN DSA-4784

FEDORA FEDORA-2020-b386fac43a

@ MISC wordpress.org/news/2020/10/wordpress-5-5-2-security-
and-maintenance-release/

FEDORA FEDORA-2020-a764b11b52

FEDORA FEDORA-2020-15e15c35da

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor
Operating Debian
System

Operating Fedoraproject
System

Operating Fedoraproject
System

Operating Fedoraproject
System

Application Wordpress
Application Wordpress

Product

Debian Linux

Fedora

Fedora

Fedora

Wordpress

Wordpress

cpe:2.3:0:debian:debian_linux:10.0:*:* "
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cpe:2.3:0:fedoraproject:fedora:31:*:*:*:*:*:
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Version Update Edition Language
10.0 All All All
31 All All All
32 All All All
33 All All All
All All All All
All All All All


https://github.com/WordPress/wordpress-develop/commit/2ca15d1e5ce70493c5c0c096ca0c76503d6da07c
https://web.archive.org/web/2020/https://wpscan.com/vulnerability/10450
https://www.debian.org/security/2020/dsa-4784
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/CHHVNK2WYAM3ZTCXTFSEIT56IKLVJHU3/
https://wordpress.org/news/2020/10/wordpress-5-5-2-security-and-maintenance-release/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/VUXVUAKL2HL4QYJEPHBNVQQWRMFMII2Y/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/VAVVYJKA2I6CRQUINECDPBGWMQDEG244/
mailto:%20comment@cve.report
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/wordpress
http://cve.report/software/wordpress/wordpress
http://cve.report/vendor/wordpress
http://cve.report/software/wordpress/wordpress
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cpe:2.3:0:fedoraproject:fedora:33:*:*:*:*:**:*:

cpe:2.3:a:wordpress:wordpress:

No vendor comments have been submitted for this CVE
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