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Summary

CVE CVE-2020-28052

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-12-18 01:15:00 UTC

Updated 2023-11-07 03:21:00 UTC

Description An issue was discovered in Legion of the Bouncy Castle BC Java 1.65 and 1.66. The OpenBSDBCrypt.checkPassword utility method compared incorrect data when checking the password, allowing incorrect passwords to indicate they were matching with previously hashed ones that were different.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Karaf 4.3.2 All All All

Application Apache Solr 8.8.2 All All All

Application Bouncycastle Legion-of-the-bouncy-castle-java-crytography-api 1.65 All All All

Application Bouncycastle Legion-of-the-bouncy-castle-java-crytography-api 1.66 All All All

Application Bouncycastle Legion-of-the-bouncy-castle-java-crytography-api 1.65 All All All

Application Bouncycastle Legion-of-the-bouncy-castle-java-crytography-api 1.66 All All All

Application Oracle Banking Corporate Lending Process Management 14.2.0 All All All

Application Oracle Banking Corporate Lending Process Management 14.3.0 All All All

Application Oracle Banking Corporate Lending Process Management 14.5.0 All All All

Application Oracle Banking Credit Facilities Process Management 14.2.0 All All All

Application Oracle Banking Credit Facilities Process Management 14.3.0 All All All

Application Oracle Banking Credit Facilities Process Management 14.5.0 All All All

Application Oracle Banking Extensibility Workbench 14.2.0 All All All

Application Oracle Banking Extensibility Workbench 14.3.0 All All All

Application Oracle Banking Extensibility Workbench 14.5.0 All All All

Application Oracle Banking Supply Chain Finance 14.2.0 All All All

Application Oracle Banking Supply Chain Finance 14.3.0 All All All
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Application Oracle Banking Supply Chain Finance 14.3.0 All All All

Application Oracle Banking Supply Chain Finance 14.5.0 All All All

Application Oracle Banking Virtual Account Management 14.2.0 All All All

Application Oracle Banking Virtual Account Management 14.3.0 All All All

Application Oracle Banking Virtual Account Management 14.5.0 All All All

Application Oracle Blockchain Platform All All All All

Application Oracle Commerce Guided Search 11.3.2 All All All

Application Oracle Communications Application Session Controller 3.9m0p3 All All All

Application Oracle Communications Cloud Native Core Network Slice Selection Function 1.2.1 All All All

Application Oracle Communications Convergence 3.0.2.2.0 All All All

Operating System Oracle Communications Messaging Server 8.0.2 All All All

Operating System Oracle Communications Messaging Server 8.1 All All All

Application Oracle Communications Pricing Design Center 12.0.0.3.0 All All All

Application Oracle Communications Session Report Manager All All All All

Application Oracle Communications Session Route Manager All All All All

Application Oracle Jd Edwards Enterpriseone Tools All All All All

Application Oracle Peoplesoft Enterprise Peopletools 8.56 All All All

Application Oracle Peoplesoft Enterprise Peopletools 8.57 All All All

Application Oracle Peoplesoft Enterprise Peopletools 8.58 All All All

Application Oracle Utilities Framework 4.3.0.6.0 All All All

Application Oracle Utilities Framework 4.4.0.0.0 All All All

Application Oracle Utilities Framework 4.4.0.2.0 All All All

Application Oracle Utilities Framework 4.4.0.3.0 All All All

Application Oracle Webcenter Portal 11.1.1.9.0 All All All

Application Oracle Webcenter Portal 12.2.1.3.0 All All All

Application Oracle Webcenter Portal 12.2.1.4.0 All All All
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[pulsar-commits] 20210406 [GitHub] [pulsar] lhotari commented on issue #9235: Upgrade Bounce Castle dependency on client to solve CVE-2020-28052
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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CVE.report and Source URL Uptime Status status.cve.report

150588 Oracle WebLogic Server Multiple Vulnerabilities (CPUOCT2022)

375482 Oracle PeopleSoft Enterprise PeopleTools Product Multiple Vulnerabilities (CPUAPR2021)

690058 Free Berkeley Software Distribution (FreeBSD) Security Update for bouncycastle15 (70e71a24-0151-11ec-bf0c-080027eedc6a)

87524 Oracle WebLogic Server Multiple Vulnerabilities (CPUOCT2022)

980329 Java (maven) Security Update for org.bouncycastle:bcprov-ext-jdk16 (GHSA-73xv-w5gp-frxh)
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