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Summary

CVE CVE-2020-28053

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-11-23 14:15:00 UTC

Updated 2022-10-25 20:43:00 UTC

Description HashiCorp Consul and Consul Enterprise 1.2.0 up to 1.8.5 allowed operators with operator:read ACL permissions to read the Connect CA private key configuration. Fixed in 1.6.10, 1.7.10, and 1.8.6.

Risk And Classification

Problem Types: CWE-863

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Hashicorp Consul All All All All

Application Hashicorp Consul All All All All

Application Hashicorp Consul All All All All

Application Hashicorp Consul All All All All

References

Reference Source Link Tags

consul/CHANGELOG.md at master · hashicorp/consul · GitHub MISC github.com Release Notes, Third Party Advisory

HashiCorp Consul: Multiple Vulnerabilities (GLSA 202208-09) — Gentoo security GENTOO security.gentoo.org

HashiCorp Blog: Consul MISC www.hashicorp.com Product, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

690413 Free Berkeley Software Distribution (FreeBSD) Security Update for consul (8d17229f-3054-11eb-a455-ac1f6b16e566)
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