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Summary

CVE CVE-2020-28144

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-02-03 13:15:00 UTC

Updated 2021-02-05 20:05:00 UTC

Description Certain Moxa Inc products are affected by an improper restriction of operations in EDR-G903 Series Firmware Version 5.5 or lower, EDR-G902 Series Firmware Version 5.5 or lower, and EDR-810 Series Firmware Version 5.6 or lower. Crafted requests sent to the device may allow remote arbitrary code execution.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Moxa Edr-810-2gsfp - All All All

Hardware Moxa Edr-810-2gsfp - All All All

Hardware Moxa Edr-810-2gsfp-t - All All All

Hardware Moxa Edr-810-2gsfp-t - All All All

Operating System Moxa Edr-810-2gsfp-t Firmware All All All All

Operating System Moxa Edr-810-2gsfp Firmware All All All All

Hardware Moxa Edr-810-vpn-2gsfp - All All All

Hardware Moxa Edr-810-vpn-2gsfp - All All All

Hardware Moxa Edr-810-vpn-2gsfp-t - All All All

Hardware Moxa Edr-810-vpn-2gsfp-t - All All All

Operating System Moxa Edr-810-vpn-2gsfp-t Firmware All All All All

Operating System Moxa Edr-810-vpn-2gsfp Firmware All All All All

Hardware Moxa Edr-g902 - All All All

Hardware Moxa Edr-g902 - All All All

Hardware Moxa Edr-g902-t - All All All

Hardware Moxa Edr-g902-t - All All All

Operating System Moxa Edr-g902-t Firmware All All All All
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Operating System Moxa Edr-g902-t Firmware All All All All

Operating System Moxa Edr-g902 Firmware All All All All

Hardware Moxa Edr-g903 - All All All

Hardware Moxa Edr-g903 - All All All

Hardware Moxa Edr-g903-t - All All All

Hardware Moxa Edr-g903-t - All All All

Operating System Moxa Edr-g903-t Firmware All All All All

Operating System Moxa Edr-g903 Firmware All All All All

References

Reference Source Link Tags

EDR-G903, EDR-G902, and EDR-810 Secure Router Vulnerability MISC www.moxa.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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591323 Moxa EDR-G903, EDR-G902, and EDR-810 Secure Router Improper Restriction of Operations Vulnerability (MPSA-201002)
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