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Summary

CVE CVE-2020-28168

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-11-06 20:15:00 UTC

Updated 2023-11-07 03:21:00 UTC

Description Axios NPM package 0.21.0 contains a Server-Side Request Forgery (SSRF) vulnerability where an attacker is able to bypass a proxy by providing a URL that responds with a redirect to a restricted host or IP address.

Risk And Classification

Problem Types: CWE-918

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Axios Axios All All All All

Application Siemens Sinec Ins All All All All

Application Siemens Sinec Ins 1.0 sp1 All All

References

Reference Source Link Tags

Requests that follow a redirect are not passing via the proxy · Issue #3369 · axios/axios · GitHub MISC github.com Exploit, Issue Tracking, Third Party Advisory

Pony Mail! lists.apache.org

Pony Mail! MLIST lists.apache.org Mailing List, Patch, Third Party Advisory

Pony Mail! lists.apache.org

cert-portal.siemens.com/productcert/pdf/ssa-637483.pdf CONFIRM cert-portal.siemens.com

Pony Mail! MLIST lists.apache.org Mailing List, Third Party Advisory

Pony Mail! lists.apache.org

Pony Mail! MLIST lists.apache.org Mailing List, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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