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CVE CVE-2020-28208

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-01-08 18:15:00 UTC

Updated 2021-02-01 19:34:00 UTC

Description An email address enumeration vulnerability exists in the password reset function of Rocket.Chat through 3.9.1.

Risk And Classification

Problem Types: CWE-203

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Rocket.chat Rocket.chat All All All All

References

Reference

oss-security - Re: Trovent Security Advisory 2010-01 [updated] / CVE-2020-28208: Rocket.Chat email address enumeration vulnerability
oss-security - Re: Trovent Security Advisory 2010-01 [updated] / CVE-2020-28208: Rocket.Chat email address enumeration vulnerability
Full Disclosure: Re: Trovent Security Advisory 2010-01 [updated] / CVE-2020-28208: Rocket.Chat email address enumeration vulnerability
trovent.github.io/security-advisories/TRSA-2010-01/TRSA-2010-01.txt

Full Disclosure: Re: Trovent Security Advisory 2010-01 [updated] / CVE-2020-28208: Rocket.Chat email address enumeration vulnerability
Security Advisory 2010-01 - Cyber-Sicherheitsldsungen aus Deutschland >> Trovent Security GmbH

oss-security - Trovent Security Advisory 2010-01 / CVE-2020-28208: Rocket.Chat email address enumeration vulnerability

Rocket.Chat 3.7.1 Email Address Enumeration ~ Packet Storm
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NVD vulnerability detail
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No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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