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Summary

CVE CVE-2020-28221

State PUBLIC

Assigner cybersecurity@schneider-electric.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-01-26 18:15:00 UTC

Updated 2021-02-12 19:21:00 UTC

Description A CWE-20: Improper Input Validation vulnerability exists in EcoStruxure™ Operator Terminal Expert and Pro-face BLUE (version details in the notification) that could cause arbitrary code execution when the Ethernet Download feature is enable on the HMI.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Schneider-electric Ecostruxure Operator Terminal Expert 3.1 All All All

Application Schneider-electric Ecostruxure Operator Terminal Expert 3.1 sp1a All All

Application Schneider-electric Ecostruxure Operator Terminal Expert 3.1 All All All

Application Schneider-electric Ecostruxure Operator Terminal Expert 3.1 sp1a All All

Hardware Schneider-electric Gp-4104g - All All All

Hardware Schneider-electric Gp-4104g - All All All

Hardware Schneider-electric Gp-4104w - All All All

Hardware Schneider-electric Gp-4104w - All All All

Hardware Schneider-electric Gp-4105g - All All All

Hardware Schneider-electric Gp-4105g - All All All

Hardware Schneider-electric Gp-4105w - All All All

Hardware Schneider-electric Gp-4105w - All All All

Hardware Schneider-electric Gp-4106g - All All All

Hardware Schneider-electric Gp-4106g - All All All

Hardware Schneider-electric Gp-4106w - All All All

Hardware Schneider-electric Gp-4106w - All All All

Hardware Schneider-electric Gp-4107g - All All All
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Hardware Schneider-electric Gp-4107g - All All All

Hardware Schneider-electric Gp-4107g - All All All

Hardware Schneider-electric Gp-4107w - All All All

Hardware Schneider-electric Gp-4107w - All All All

Hardware Schneider-electric Hmig3u - All All All

Hardware Schneider-electric Hmig3u - All All All

Hardware Schneider-electric Hmig3x - All All All

Hardware Schneider-electric Hmig3x - All All All

Hardware Schneider-electric Hmig5u - All All All

Hardware Schneider-electric Hmig5u - All All All

Hardware Schneider-electric Hmig5u2 - All All All

Hardware Schneider-electric Hmig5u2 - All All All

Hardware Schneider-electric Hmist6200 - All All All

Hardware Schneider-electric Hmist6200 - All All All

Hardware Schneider-electric Hmist6400 - All All All

Hardware Schneider-electric Hmist6400 - All All All

Hardware Schneider-electric Hmist6500 - All All All

Hardware Schneider-electric Hmist6500 - All All All

Hardware Schneider-electric Hmist6600 - All All All

Hardware Schneider-electric Hmist6600 - All All All

Hardware Schneider-electric Hmist6700 - All All All

Hardware Schneider-electric Hmist6700 - All All All

Hardware Schneider-electric Hmi Sto 501 - All All All

Hardware Schneider-electric Hmi Sto 501 - All All All

Hardware Schneider-electric Hmi Sto 511 - All All All

Hardware Schneider-electric Hmi Sto 511 - All All All

Hardware Schneider-electric Hmi Sto 512 - All All All

Hardware Schneider-electric Hmi Sto 512 - All All All

Hardware Schneider-electric Hmi Sto 531 - All All All

Hardware Schneider-electric Hmi Sto 531 - All All All

Hardware Schneider-electric Hmi Sto 532 - All All All

Hardware Schneider-electric Hmi Sto 532 - All All All

Application Schneider-electric Pro-face Blue 3.1 All All All

Application Schneider-electric Pro-face Blue 3.1 sp1a All All

Application Schneider-electric Pro-face Blue 3.1 All All All

Application Schneider-electric Pro-face Blue 3.1 sp1a All All
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Hardware Schneider-electric Sp-5400wa - All All All

Hardware Schneider-electric Sp-5500tp - All All All

Hardware Schneider-electric Sp-5500tp - All All All

Hardware Schneider-electric Sp-5500wa - All All All

Hardware Schneider-electric Sp-5500wa - All All All

Hardware Schneider-electric Sp-5600ta - All All All

Hardware Schneider-electric Sp-5600ta - All All All

Hardware Schneider-electric Sp-5600tp - All All All

Hardware Schneider-electric Sp-5600tp - All All All

Hardware Schneider-electric Sp-5600wa - All All All

Hardware Schneider-electric Sp-5600wa - All All All

Hardware Schneider-electric Sp-5660tp - All All All

Hardware Schneider-electric Sp-5660tp - All All All

Hardware Schneider-electric Sp-5700tp - All All All

Hardware Schneider-electric Sp-5700tp - All All All

Hardware Schneider-electric Sp-5700wc - All All All

Hardware Schneider-electric Sp-5700wc - All All All

Hardware Schneider-electric Sp-5800wc - All All All

Hardware Schneider-electric Sp-5800wc - All All All

Hardware Schneider-electric Sp-5b00 - All All All

Hardware Schneider-electric Sp-5b00 - All All All

Hardware Schneider-electric Sp-5b10 - All All All

Hardware Schneider-electric Sp-5b10 - All All All

Hardware Schneider-electric Sp-5b41 - All All All

Hardware Schneider-electric Sp-5b41 - All All All
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Hardware Schneider-electric St-6700wa - All All All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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