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Summary

CVE CVE-2020-28251

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-12-03 17:15:00 UTC

Updated 2021-07-21 11:39:00 UTC

Description NETSCOUT AirMagnet Enterprise 11.1.4 build 37257 and earlier has a sensor escalated privileges vulnerability that can be exploited to provide someone with administrative access to a sensor, with credentials to invoke a command to provide root access to the operating system. The attacker must complete a straightforward password-cracking exercise.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Netscout Airmagnet Enterprise All All All All

Hardware Netscout Sensor4-r1s1w1-e - All All All

Hardware Netscout Sensor4-r1s1w1-e - All All All

Hardware Netscout Sensor4-r2s1-e - All All All

Hardware Netscout Sensor4-r2s1-e - All All All

Hardware Netscout Sensor4-r2s1-i - All All All

Hardware Netscout Sensor4-r2s1-i - All All All

Hardware Netscout Sensor6-r1s0w1-e - All All All

Hardware Netscout Sensor6-r1s0w1-e - All All All

Hardware Netscout Sensor6-r2s1-e - All All All

Hardware Netscout Sensor6-r2s1-e - All All All

Hardware Netscout Sensor6-r2s1-i - All All All

Hardware Netscout Sensor6-r2s1-i - All All All
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Jump MISC www.netscout.com Product

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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