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assanvnncurmnumnsuennan — Gertain versions of Object-hierarchy-access from Mjpclab contain the
' following vulnerability:

Prototype pollution vulnerability in 'object-hierarchy-access' versions
0.2.0 through 0.32.0 allows attacker to cause a denial of service and
may lead to remote code execution.

CVE-2020-28270 has been assigned by @ vulnerabilitylab@whitesourcesoftware.com to track the vulnerability - currently rated as

([N severity.

CVSS3 Score: 9.8- CRITICAL

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [ NONE [ NONE
Scope Confidentiality Integrity Availability
Impact Impact Impact

CVSS2 Score: 7.5-HIGH

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link
CVE-2020-28270 | WhiteSource [ Exploit | @ MISC www.whitesourcesoftware.com/vulnerability-
Vulnerability Database database/CVE-2020-28270

www.whitesourcesoftware.com

text/html



https://cve.report/
https://cve.report/CVE-2020-28270/mitre
https://cve.report/CVE-2020-28270/nist
https://cve.report/CVE-2020-28270/cve_org
https://cve.report/CVE-2020-28270.pdf
http://cve.report/software/mjpclab/object-hierarchy-access
http://cve.report/vendor/mjpclab
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://www.whitesourcesoftware.com/vulnerability-database/CVE-2020-28270

fix(setup): prevent assigning value to [ Patch | ) MISC github.com/mjpclab/object-hierarchy-

'__proto__" - mjpclab/object-hierarchy- access/commit/7b1aal34a8bc4a376296bcfac5c3463aef2b7572
access@7blaal3 - GitHub [ github.com |

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

980439 Nodejs (npm) Security Update for object-hierarchy-access (GHSA-fxwf-45¢7-4ppr)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Mjpclab Object-hierarchy-access All All All All

No vendor comments have been submitted for this CVE
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