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Summary

CVE CVE-2020-28332

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-11-24 19:15:00 UTC

Updated 2020-12-03 18:07:00 UTC

Description Barco wePresent WiPG-1600W devices download code without an Integrity Check. Affected Version(s): 2.5.1.8, 2.5.0.25, 2.5.0.24, 2.4.1.19. The Barco wePresent WiPG-1600W firmware does not perform verification of digitally signed firmware updates and is susceptible to processing and installing modified/malicious images.

Risk And Classification

Problem Types: CWE-494

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Barco Wepresent Wipg-1600w - All All All

Hardware Barco Wepresent Wipg-1600w - All All All

Operating System Barco Wepresent Wipg-1600w Firmware 2.5.1.8 All All All

Operating System Barco Wepresent Wipg-1600w Firmware 2.5.1.8 All All All

References

Reference Source Link Tags

korelogic.com/Resources/Advisories/KL-001-2020-009.txt MISC korelogic.com Exploit, Third Party Advisory

Barco wePresent Insecure Firmware Image ≈ Packet Storm MISC packetstormsecurity.com Exploit, Third Party Advisory, VDB Entry

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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