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Summary

CVE CVE-2020-28347

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-11-08 20:15:00 UTC

Updated 2021-07-21 11:39:00 UTC

Description tdpServer on TP-Link Archer A7 AC1750 devices before 201029 allows remote attackers to execute arbitrary code via the slave_mac parameter. NOTE: this issue exists because of an incomplete fix for CVE-2020-10882 in which shell quotes are mishandled.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Tp-link Ac1750 a7 All All All

Hardware Tp-link Ac1750 a7 All All All

Operating System Tp-link Ac1750 Firmware All All All All

Operating System Tp-link Ac1750 Firmware All All All All

References

Reference Source Link

Update TP-Link AC1750 Pwn2Own 2019 module by pedrib · Pull Request #14365 · rapid7/metasploit-framework · GitHub MISC github.com

Exploits_and_Advisories/lao_bomb.md at master · rdomanski/Exploits_and_Advisories · GitHub MISC github.com

Exploits_and_Advisories/minesweeper.md at master · rdomanski/Exploits_and_Advisories · GitHub MISC github.com

PoC/minesweeper.md at master · pedrib/PoC · GitHub MISC github.com

PoC/lao_bomb.md at master · pedrib/PoC · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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