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Summary

CVE CVE-2020-28416

State PUBLIC

Assigner hp-security-alert@hp.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-11-03 20:15:00 UTC

Updated 2021-11-15 15:20:00 UTC

Description HP has identified a security vulnerability with the I.R.I.S. OCR (Optical Character Recognition) software available with HP PageWide and OfficeJet printer software installations that could potentially allow unauthorized local code execution.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Hp Officejet 250c L9d57a - All All All

Operating System Hp Officejet 250c L9d57a Firmware All All All All

Hardware Hp Officejet 250 Cz992a - All All All

Operating System Hp Officejet 250 Cz992a Firmware All All All All

Hardware Hp Officejet 252c N4l18c - All All All

Operating System Hp Officejet 252c N4l18c Firmware All All All All

Hardware Hp Officejet 252 N4l16c - All All All

Operating System Hp Officejet 252 N4l16c Firmware All All All All

Hardware Hp Officejet 258 N4l17a - All All All

Operating System Hp Officejet 258 N4l17a Firmware All All All All

Hardware Hp Officejet 4650 E6g87a - All All All

Operating System Hp Officejet 4650 E6g87a Firmware All All All All

Hardware Hp Officejet 4650 F1h96a - All All All

Operating System Hp Officejet 4650 F1h96a Firmware All All All All

Hardware Hp Officejet 4650 F1h96b - All All All

Operating System Hp Officejet 4650 F1h96b Firmware All All All All

Hardware Hp Officejet 4650 F1j03a - All All All
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Hardware Hp Officejet 4650 F1j03a - All All All

Operating System Hp Officejet 4650 F1j03a Firmware All All All All

Hardware Hp Officejet 4650 F1j04a - All All All

Operating System Hp Officejet 4650 F1j04a Firmware All All All All

Hardware Hp Officejet 4650 F9d37a - All All All

Operating System Hp Officejet 4650 F9d37a Firmware All All All All

Hardware Hp Officejet 4650 K9v77a - All All All

Operating System Hp Officejet 4650 K9v77a Firmware All All All All

Hardware Hp Officejet 4650 K9v85b - All All All

Operating System Hp Officejet 4650 K9v85b Firmware All All All All

Hardware Hp Officejet 4651 K9v83b - All All All

Operating System Hp Officejet 4651 K9v83b Firmware All All All All

Hardware Hp Officejet 4652 F1j02a - All All All

Operating System Hp Officejet 4652 F1j02a Firmware All All All All

Hardware Hp Officejet 4652 F1j05b - All All All

Operating System Hp Officejet 4652 F1j05b Firmware All All All All

Hardware Hp Officejet 4652 K9v84b - All All All

Operating System Hp Officejet 4652 K9v84b Firmware All All All All

Hardware Hp Officejet 4654 F1j06b - All All All

Operating System Hp Officejet 4654 F1j06b Firmware All All All All

Hardware Hp Officejet 4654 F1j07b - All All All

Operating System Hp Officejet 4654 F1j07b Firmware All All All All

Hardware Hp Officejet 4654 K9v76a - All All All

Operating System Hp Officejet 4654 K9v76a Firmware All All All All

Hardware Hp Officejet 4655 F1j00a - All All All

Operating System Hp Officejet 4655 F1j00a Firmware All All All All

Hardware Hp Officejet 4655 K9v82b - All All All

Operating System Hp Officejet 4655 K9v82b Firmware All All All All

Hardware Hp Officejet 4656 K9v81b - All All All

Operating System Hp Officejet 4656 K9v81b Firmware All All All All

Hardware Hp Officejet 4657 V6d27b - All All All

Operating System Hp Officejet 4657 V6d27b Firmware All All All All

Hardware Hp Officejet 4657 V6d29b - All All All

Operating System Hp Officejet 4657 V6d29b Firmware All All All All

Hardware Hp Officejet 4658 V6d28b - All All All

Operating System Hp Officejet 4658 V6d28b Firmware All All All All

http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_4650_f1j03a_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_4650_f1j04a
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_4650_f1j04a_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_4650_f9d37a
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_4650_f9d37a_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_4650_k9v77a
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_4650_k9v77a_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_4650_k9v85b
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_4650_k9v85b_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_4651_k9v83b
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_4651_k9v83b_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_4652_f1j02a
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_4652_f1j02a_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_4652_f1j05b
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_4652_f1j05b_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_4652_k9v84b
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_4652_k9v84b_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_4654_f1j06b
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_4654_f1j06b_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_4654_f1j07b
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_4654_f1j07b_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_4654_k9v76a
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_4654_k9v76a_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_4655_f1j00a
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_4655_f1j00a_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_4655_k9v82b
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_4655_k9v82b_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_4656_k9v81b
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_4656_k9v81b_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_4657_v6d27b
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_4657_v6d27b_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_4657_v6d29b
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_4657_v6d29b_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_4658_v6d28b
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_4658_v6d28b_firmware


Hardware Hp Officejet 4658 V6d30b - All All All

Operating System Hp Officejet 4658 V6d30b Firmware All All All All

Hardware Hp Officejet 5740 B9s76a - All All All

Operating System Hp Officejet 5740 B9s76a Firmware All All All All

Hardware Hp Officejet 5740 B9s78a - All All All

Operating System Hp Officejet 5740 B9s78a Firmware All All All All

Hardware Hp Officejet 5740 B9s79a - All All All

Operating System Hp Officejet 5740 B9s79a Firmware All All All All

Hardware Hp Officejet 5741 B9s83a - All All All

Operating System Hp Officejet 5741 B9s83a Firmware All All All All

Hardware Hp Officejet 5742 B9s81a - All All All

Operating System Hp Officejet 5742 B9s81a Firmware All All All All

Hardware Hp Officejet 5742 B9s84a - All All All

Operating System Hp Officejet 5742 B9s84a Firmware All All All All

Hardware Hp Officejet 5742 F8b11a - All All All

Operating System Hp Officejet 5742 F8b11a Firmware All All All All

Hardware Hp Officejet 5743 F8b10a - All All All

Operating System Hp Officejet 5743 F8b10a Firmware All All All All

Hardware Hp Officejet 5744 B9s82a - All All All

Operating System Hp Officejet 5744 B9s82a Firmware All All All All

Hardware Hp Officejet 5744 B9s85a - All All All

Operating System Hp Officejet 5744 B9s85a Firmware All All All All

Hardware Hp Officejet 5745 B9s80a - All All All

Operating System Hp Officejet 5745 B9s80a Firmware All All All All

Hardware Hp Officejet 5746 F8b09a - All All All

Operating System Hp Officejet 5746 F8b09a Firmware All All All All

Hardware Hp Officejet 5746 T1p36a - All All All

Operating System Hp Officejet 5746 T1p36a Firmware All All All All

Hardware Hp Officejet 6835 T6t84a - All All All

Operating System Hp Officejet 6835 T6t84a Firmware All All All All

Hardware Hp Officejet 6950 P4c78a - All All All

Operating System Hp Officejet 6950 P4c78a Firmware All All All All

Hardware Hp Officejet 6950 P4c81a - All All All

Operating System Hp Officejet 6950 P4c81a Firmware All All All All

Hardware Hp Officejet 6950 P4c82a - All All All

Operating System Hp Officejet 6950 P4c82a Firmware All All All All
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Operating System Hp Officejet 6950 P4c82a Firmware All All All All

Hardware Hp Officejet 6950 P4c84a - All All All

Operating System Hp Officejet 6950 P4c84a Firmware All All All All

Hardware Hp Officejet 6950 P4c85a - All All All

Operating System Hp Officejet 6950 P4c85a Firmware All All All All

Hardware Hp Officejet 6950 P4c86a - All All All

Operating System Hp Officejet 6950 P4c86a Firmware All All All All

Hardware Hp Officejet 6950 T3p03a - All All All

Operating System Hp Officejet 6950 T3p03a Firmware All All All All

Hardware Hp Officejet 6960 J7k33a - All All All

Operating System Hp Officejet 6960 J7k33a Firmware All All All All

Hardware Hp Officejet 6960 J7k35a - All All All

Operating System Hp Officejet 6960 J7k35a Firmware All All All All

Hardware Hp Officejet 6960 J7k37a - All All All

Operating System Hp Officejet 6960 J7k37a Firmware All All All All

Hardware Hp Officejet 6960 J7k38a - All All All

Operating System Hp Officejet 6960 J7k38a Firmware All All All All

Hardware Hp Officejet 6960 J7k39a - All All All

Operating System Hp Officejet 6960 J7k39a Firmware All All All All

Hardware Hp Officejet 6960 T0f28a - All All All

Operating System Hp Officejet 6960 T0f28a Firmware All All All All

Hardware Hp Officejet 6960 T0f30a - All All All

Operating System Hp Officejet 6960 T0f30a Firmware All All All All

Hardware Hp Officejet 6960 T0f31a - All All All

Operating System Hp Officejet 6960 T0f31a Firmware All All All All

Hardware Hp Officejet 6960 T0f32a - All All All

Operating System Hp Officejet 6960 T0f32a Firmware All All All All

Hardware Hp Officejet 6960 T0f36a - All All All

Operating System Hp Officejet 6960 T0f36a Firmware All All All All

Hardware Hp Officejet 6960 T0f38a - All All All

Operating System Hp Officejet 6960 T0f38a Firmware All All All All

Hardware Hp Officejet 6960 T0g25a - All All All

Operating System Hp Officejet 6960 T0g25a Firmware All All All All

Hardware Hp Officejet 6960 T0g26a - All All All

Operating System Hp Officejet 6960 T0g26a Firmware All All All All

Hardware Hp Officejet 7510 G3j47a - All All All

http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_6950_p4c82a_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_6950_p4c84a
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_6950_p4c84a_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_6950_p4c85a
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_6950_p4c85a_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_6950_p4c86a
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_6950_p4c86a_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_6950_t3p03a
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_6950_t3p03a_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_6960_j7k33a
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_6960_j7k33a_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_6960_j7k35a
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_6960_j7k35a_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_6960_j7k37a
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_6960_j7k37a_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_6960_j7k38a
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_6960_j7k38a_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_6960_j7k39a
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_6960_j7k39a_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_6960_t0f28a
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_6960_t0f28a_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_6960_t0f30a
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_6960_t0f30a_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_6960_t0f31a
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_6960_t0f31a_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_6960_t0f32a
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_6960_t0f32a_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_6960_t0f36a
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_6960_t0f36a_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_6960_t0f38a
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_6960_t0f38a_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_6960_t0g25a
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_6960_t0g25a_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_6960_t0g26a
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_6960_t0g26a_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/officejet_7510_g3j47a


Operating System Hp Officejet 7510 G3j47a Firmware All All All All

Hardware Hp Officejet 7512 K1z44a - All All All

Operating System Hp Officejet 7512 K1z44a Firmware All All All All

Hardware Hp Officejet Pro 6830c L3l04a - All All All

Operating System Hp Officejet Pro 6830c L3l04a Firmware All All All All

Hardware Hp Officejet Pro 6830 E3e02a - All All All

Operating System Hp Officejet Pro 6830 E3e02a Firmware All All All All

Hardware Hp Officejet Pro 6830 M0f56a - All All All

Operating System Hp Officejet Pro 6830 M0f56a Firmware All All All All

Hardware Hp Officejet Pro 6835 J2d37a - All All All

Operating System Hp Officejet Pro 6835 J2d37a Firmware All All All All

Hardware Hp Officejet Pro 6960 J7k33a - All All All

Operating System Hp Officejet Pro 6960 J7k33a Firmware All All All All

Hardware Hp Officejet Pro 6960 J7k35a - All All All

Operating System Hp Officejet Pro 6960 J7k35a Firmware All All All All

Hardware Hp Officejet Pro 6960 J7k37a - All All All

Operating System Hp Officejet Pro 6960 J7k37a Firmware All All All All

Hardware Hp Officejet Pro 6960 J7k38a - All All All

Operating System Hp Officejet Pro 6960 J7k38a Firmware All All All All

Hardware Hp Officejet Pro 6960 J7k39a - All All All

Operating System Hp Officejet Pro 6960 J7k39a Firmware All All All All

Hardware Hp Officejet Pro 6960 T0f28a - All All All

Operating System Hp Officejet Pro 6960 T0f28a Firmware All All All All

Hardware Hp Officejet Pro 6960 T0f30a - All All All

Operating System Hp Officejet Pro 6960 T0f30a Firmware All All All All

Hardware Hp Officejet Pro 6960 T0f31a - All All All

Operating System Hp Officejet Pro 6960 T0f31a Firmware All All All All

Hardware Hp Officejet Pro 6960 T0f32a - All All All

Operating System Hp Officejet Pro 6960 T0f32a Firmware All All All All

Hardware Hp Officejet Pro 6960 T0f36a - All All All

Operating System Hp Officejet Pro 6960 T0f36a Firmware All All All All

Hardware Hp Officejet Pro 6960 T0f38a - All All All

Operating System Hp Officejet Pro 6960 T0f38a Firmware All All All All

Hardware Hp Officejet Pro 6960 T0g25a - All All All

Operating System Hp Officejet Pro 6960 T0g25a Firmware All All All All
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