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Summary

CVE CVE-2020-28463

State PUBLIC

Assigner report@snyk.io

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-02-18 16:15:00 UTC

Updated 2023-11-07 03:21:00 UTC

Description All versions of package reportlab are vulnerable to Server-side Request Forgery (SSRF) via img tags. In order to reduce risk, use trustedSchemes & trustedHosts (see in Reportlab's documentation) Steps to reproduce by Karan Bamal: 1. Download and install the latest package of reportlab 2. Go to demos -> odyssey -> dodyssey 3. In the text file odyssey.txt that needs to be converted to pdf inject <img src="http://127.0.0.1:5000" valign="top"/> 4. Create a nc listener nc -lp 5000 5. Run python3 dodyssey.py 6. You will get a hit on your nc showing we have successfully proceded to send a server side request 7. dodyssey.py will show error since there is no img file on the url, but we are able to do SSRF

Risk And Classification

Problem Types: CWE-918

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 34 All All All

Operating System Fedoraproject Fedora 35 All All All

Application Reportlab Reportlab All All All All

Application Reportlab Reportlab All All All All

References

Reference Source Link

[SECURITY] Fedora 34 Update: python-reportlab-3.6.2-1.fc34 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] [DLA 3590-1] python-reportlab security update MLIST lists.debian.org

Server-side Request Forgery (SSRF) in reportlab | Snyk CONFIRM snyk.io

[SECURITY] Fedora 35 Update: python-reportlab-3.6.2-1.fc35 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 34 Update: python-reportlab-3.6.2-1.fc34 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 35 Update: python-reportlab-3.6.2-1.fc35 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

N/A CONFIRM www.reportlab.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

https://cve.report/
https://cve.report/CVE-2020-28463/mitre
https://cve.report/CVE-2020-28463/nist
https://cve.report/CVE-2020-28463/cve_org
https://cve.report/api/cve/CVE-2020-28463.json
https://cve.report/CVE-2020-28463.pdf
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/reportlab
http://cve.report/software/reportlab/reportlab
http://cve.report/vendor/reportlab
http://cve.report/software/reportlab/reportlab
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/HMUJA5GZTPQ5WRYUCCK2GEZM4W43N7HH/
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https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/YZQSFCID67K6BTC655EQY6MNOF35QI44/
https://www.reportlab.com/docs/reportlab-userguide.pdf
https://www.cve.org/CVERecord?id=CVE-2020-28463
https://nvd.nist.gov/vuln/detail/CVE-2020-28463


Vendor Comments And Credit

Discovery Credit

LEGACY: Karan Bamal

Legacy QID Mappings
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report

282012 Fedora Security Update for python (FEDORA-2021-13cdc0ab0e)

6000091 Debian Security Update for python-reportlab (DLA 3590-1)

750945 OpenSUSE Security Update for python-reportlab (openSUSE-SU-2021:2641-1)

750958 OpenSUSE Security Update for python-reportlab (openSUSE-SU-2021:1147-1)

980087 Python (pip) Security Update for reportlab (GHSA-mpvw-25mg-59vx)
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