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This affects the package @aws-sdk/shared-ini-file-loader before 1.0.0-rc.9; the package aws-sdk before 2.814.0. If an attac
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Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Amazon Aws Sdk For Javascipt All All All All
Amazon Aws Sdk For Javascipt All All All All
Amazon Aws Shared Configuration File Loader 1.0.0 alphat All All
Amazon Aws Shared Configuration File Loader 1.0.0 alpha2 All All
Amazon Aws Shared Configuration File Loader 1.0.0 alpha3 All All
Amazon Aws Shared Configuration File Loader 1.0.0 beta1 All All
Amazon Aws Shared Configuration File Loader 1.0.0 beta2 All All
Amazon Aws Shared Configuration File Loader 1.0.0 beta3 All All
Amazon Aws Shared Configuration File Loader 1.0.0 betad All All
Amazon Aws Shared Configuration File Loader 1.0.0 gammal All All
Amazon Aws Shared Configuration File Loader 1.0.0 gammaz2 All All
Amazon Aws Shared Configuration File Loader 1.0.0 gamma3 All All
Amazon Aws Shared Configuration File Loader 1.0.0 gamma4 All All
Amazon Aws Shared Configuration File Loader 1.0.0 gammab All All
Amazon Aws Shared Configuration File Loader 1.0.0 gammab All All
Amazon Aws Shared Configuration File Loader 1.0.0 gamma? All All
Amazon Aws Shared Configuration File Loader 1.0.0 gamma8 All All


https://cve.report/
https://cve.report/CVE-2020-28472/mitre
https://cve.report/CVE-2020-28472/nist
https://cve.report/CVE-2020-28472/cve_org
https://cve.report/CVE-2020-28472.pdf
http://cve.report/vendor/amazon
http://cve.report/software/amazon/aws_sdk_for_javascipt
http://cve.report/vendor/amazon
http://cve.report/software/amazon/aws_sdk_for_javascipt
http://cve.report/vendor/amazon
http://cve.report/software/amazon/aws_shared_configuration_file_loader
http://cve.report/vendor/amazon
http://cve.report/software/amazon/aws_shared_configuration_file_loader
http://cve.report/vendor/amazon
http://cve.report/software/amazon/aws_shared_configuration_file_loader
http://cve.report/vendor/amazon
http://cve.report/software/amazon/aws_shared_configuration_file_loader
http://cve.report/vendor/amazon
http://cve.report/software/amazon/aws_shared_configuration_file_loader
http://cve.report/vendor/amazon
http://cve.report/software/amazon/aws_shared_configuration_file_loader
http://cve.report/vendor/amazon
http://cve.report/software/amazon/aws_shared_configuration_file_loader
http://cve.report/vendor/amazon
http://cve.report/software/amazon/aws_shared_configuration_file_loader
http://cve.report/vendor/amazon
http://cve.report/software/amazon/aws_shared_configuration_file_loader
http://cve.report/vendor/amazon
http://cve.report/software/amazon/aws_shared_configuration_file_loader
http://cve.report/vendor/amazon
http://cve.report/software/amazon/aws_shared_configuration_file_loader
http://cve.report/vendor/amazon
http://cve.report/software/amazon/aws_shared_configuration_file_loader
http://cve.report/vendor/amazon
http://cve.report/software/amazon/aws_shared_configuration_file_loader
http://cve.report/vendor/amazon
http://cve.report/software/amazon/aws_shared_configuration_file_loader
http://cve.report/vendor/amazon
http://cve.report/software/amazon/aws_shared_configuration_file_loader

Application Amazon Aws Shared Configuration File Loader 1.0.0 rci All All
Application Amazon Aws Shared Configuration File Loader 1.0.0 rc2 All All
Application Amazon Aws Shared Configuration File Loader 1.0.0 rc3 All All
Application Amazon Aws Shared Configuration File Loader 1.0.0 rc8 All All
Application Amazon Aws Shared Configuration File Loader 1.0.0 alphat All All
Application Amazon Aws Shared Configuration File Loader 1.0.0 alpha2 All All
Application Amazon Aws Shared Configuration File Loader 1.0.0 alpha3 All All
Application Amazon Aws Shared Configuration File Loader 1.0.0 betal All All
Application Amazon Aws Shared Configuration File Loader 1.0.0 beta2 All All
Application Amazon Aws Shared Configuration File Loader 1.0.0 beta3 All All
Application Amazon Aws Shared Configuration File Loader 1.0.0 betad All All
Application Amazon Aws Shared Configuration File Loader 1.0.0 gammal All All
Application Amazon Aws Shared Configuration File Loader 1.0.0 gammaz2 All All
Application Amazon Aws Shared Configuration File Loader 1.0.0 gamma3 All All
Application Amazon Aws Shared Configuration File Loader 1.0.0 gamma4 All All
Application Amazon Aws Shared Configuration File Loader 1.0.0 gammab All All
Application Amazon Aws Shared Configuration File Loader 1.0.0 gamma6 All All
Application Amazon Aws Shared Configuration File Loader 1.0.0 gamma? All All
Application Amazon Aws Shared Configuration File Loader 1.0.0 gamma8 All All
Application Amazon Aws Shared Configuration File Loader 1.0.0 rci All All
Application Amazon Aws Shared Configuration File Loader 1.0.0 rc2 All All
Application Amazon Aws Shared Configuration File Loader 1.0.0 rc3 All All
Application Amazon Aws Shared Configuration File Loader 1.0.0 rc8 All All
Reference Source Link
Prototype Pollution in @aws-sdk/shared-ini-file-loader | Snyk MISC snyk.io
throw at invalid profile name in shared ini file by AllanZhengYP - Pull Request #3585 - aws/aws-sdk-js - GitHub ~ MISC github.com
Prototype Pollution in org.webjars.npm:aws-sdk | Snyk MISC snyk.io
fix(shared-ini-file-loader): ignore prohibited profile name (#1764) - aws/aws-sdk-js-v3@a209082 - GitHub MISC github.com
Prototype Pollution in org.webjars.bower:aws-sdk | Snyk MISC snyk.io
Prototype Pollution in aws-sdk | Snyk MISC snyk.io
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
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Discovery Credit
LEGACY: Eugene Lim

LEGACY: Government Technology Agency Cyber Security Group

Legacy QID Mappings

980118 Nodejs (npm) Security Update for @aws-sdk/shared-ini-file-loader (GHSA-rrc9-gqf8-8rwg)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY

consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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