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Summary

CVE CVE-2020-28477

State PUBLIC

Assigner report@snyk.io

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-01-19 11:15:00 UTC

Updated 2021-02-04 14:43:00 UTC

Description This affects all versions of package immer.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Immer Project Immer All All All All

Application Immer Project Immer All All All All

References

Reference Source Link Tags

Prototype Pollution in org.webjars.npm:immer | Snyk MISC snyk.io Exploit, Third Party Advisory

github.com/immerjs/immer/blob/master/src/plugins/patches.ts%23L213 MISC github.com Broken Link

Prototype Pollution in immer | Snyk MISC snyk.io Exploit, Third Party Advisory

immer/patches.ts at master · immerjs/immer · GitHub MITRE github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Alessio Della Libera (d3lla)

Legacy QID Mappings

174822 SUSE Enterprise Linux Security update for SUSE Manager Proxy 4.1 (SUSE-SU-2021:0906-1)

https://cve.report/
https://cve.report/CVE-2020-28477/mitre
https://cve.report/CVE-2020-28477/nist
https://cve.report/CVE-2020-28477/cve_org
https://cve.report/CVE-2020-28477.pdf
http://cve.report/vendor/immer_project
http://cve.report/software/immer_project/immer
http://cve.report/vendor/immer_project
http://cve.report/software/immer_project/immer
https://snyk.io/vuln/SNYK-JAVA-ORGWEBJARSNPM-1061986
https://github.com/immerjs/immer/blob/master/src/plugins/patches.ts%2523L213
https://snyk.io/vuln/SNYK-JS-IMMER-1019369
https://github.com/immerjs/immer/blob/master/src/plugins/patches.ts#L213
https://www.cve.org/CVERecord?id=CVE-2020-28477
https://nvd.nist.gov/vuln/detail/CVE-2020-28477
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CVE.report and Source URL Uptime Status status.cve.report

174822 SUSE Enterprise Linux Security update for SUSE Manager Proxy 4.1 (SUSE-SU-2021:0906-1)

174824 SUSE Enterprise Linux Security update for SUSE Manager Server 4.1 (SUSE-SU-2021:0906-1)

982981 Nodejs (npm) Security Update for immer (GHSA-9qmh-276g-x5pj)

http://cve.report/qid/174822
http://cve.report/qid/174824
http://cve.report/qid/982981
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report
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