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CVE CVE-2020-28498
State PUBLIC
Assigner report@snyk.io

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-02-02 19:15:00 UTC
Updated 2021-02-08 17:35:00 UTC
Description The package elliptic before 6.5.4 are vulnerable to Cryptographic Issues via the secp256k1 implementation in elliptic/ec/key

/ ]

1|

Risk And Classification

Problem Types: CWE-327

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Elliptic Project Elliptic All All All All

Application Elliptic Project Elliptic All All All All

Reference Source Link Tags

ec: validate that a point before deriving keys - indutny/elliptic@441b742 - GitHub ~ CONFIRM  github.com Patch, Third Party Advisory
blog/secp256k1_twist_attacks.md at master - christianlundkvist/blog - GitHub MISC github.com Third Party Advisory
Cryptographic Issues in org.webjars.npm:elliptic | Snyk CONFIRM  snyk.io Patch, Third Party Advisory
Cryptographic Issues in elliptic | Snyk MISC snyk.io Patch, Third Party Advisory
CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov  canonical, analysis

Vendor Comments And Credit

Discovery Credit
LEGACY: Kyle Den Hartog

Legacy QID Mappings


https://cve.report/
https://cve.report/CVE-2020-28498/mitre
https://cve.report/CVE-2020-28498/nist
https://cve.report/CVE-2020-28498/cve_org
https://cve.report/CVE-2020-28498.pdf
http://cve.report/vendor/elliptic_project
http://cve.report/software/elliptic_project/elliptic
http://cve.report/vendor/elliptic_project
http://cve.report/software/elliptic_project/elliptic
https://github.com/indutny/elliptic/commit/441b7428b0e8f6636c42118ad2aaa186d3c34c3f
https://github.com/christianlundkvist/blog/blob/master/2020_05_26_secp256k1_twist_attacks/secp256k1_twist_attacks.md
https://snyk.io/vuln/SNYK-JAVA-ORGWEBJARSNPM-1069836
https://snyk.io/vuln/SNYK-JS-ELLIPTIC-1064899
https://www.cve.org/CVERecord?id=CVE-2020-28498
https://nvd.nist.gov/vuln/detail/CVE-2020-28498
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